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An Aci 1 devclop g wale, sccune sod effeslive envirnnment
fur the conzsumer, business sector and the Gevernmenot
to enaduct and use elecfeanic commumiszBEns; promofe
ivpal cerfainty amd confidence, and encnnrage ivesiment
and inncvation, inthe elecirnnic commonications bdustry;
Tacilitale the creativo of secure commuoivalivo systems
amid actwnrks; estaflish ke Cenfral Monitaring auwl
Conrdination Centre amed #efine irs functions:, capeal the
Cumpuler flisuic and Crimes Acer, 2104 and provide for
woglbers coomecthed with wr joncdentsl w the foresuios,

[3[a1 Anrust, 2069

ENALTTELD by the Parliament of Fambia. Eliacoenr
AR
Prpipdip s
1. Thiz Acr marv be cined as rhe Flzerrome Communigarions Sao Te
and Transaclivne Act, 2000, and shall come Dl aperatiomon aweh - 24
date as thes Minisler vy, by sPGELOR IS ITUTRETIE, 32RO HAT R
20 T tns Act, unless e centext uthorwise reguires— Irerpresation
taceess T celation w4 compuler svsen o seclronic
COMUMULICATLC L 3% 31000, 10eans the 1123 10 uss or wepen e
whie ar any par of the garrputer svaeem o cleetraais
COMMLAILE TN e K1, or 2o son, e U5, ol a7 eabeT
infarmarion in the computer avsram ar elestranic
crnzziicativn sestern, wil’ suthorission from the naner
01 aperalon Lieceedt
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~lidressee 7 in relaliiom e a data message, moens a persoan
wiler o ntcndesd by ohe ocianaoer of the data messase 10
recetve i, b ol a persoin azhing as an inlesmediaee in
respoet of that ity mesaame;
advanaes clretrocic <ipramire ™ mesns an cleetianic
sivitature that i vieedus Wtz uzec capable ol vernilicatien,
uider the sole cunlrol it persozs vsing QL ard linked g
o Lo i suche aomanges Gas i the date s chaneed, the
ETIMTETTT) (R D VISV HTHTIL

AT CCrTanan Camelission T means the Anti-Loeruprian
Lap %l Coctumissian «stablishad wonddon she Asti Ueciuptuen

COunisE AL,

*aumal ramsfor  masemes e mas e comlaimne the humin voice
ar & poir hetwee . and including, she poine of arigin and
rhe prant o reooption;

* zuthenlivation priucls vr sereices " neAns: produls al
services desenad moodentidy the helder of an eleclrone
SIENATUTE Fo OFLCF ICTAANA,

“arhentication service pravider” means a porson whiie
authontication piodusts o somvizes arg aeersdited by the
Accesddatiaon Aoy undder 20 eentr wine ar
revogiised by the Munster uodles section (et fwol

Ay " means e Connnmcations Aoty contina.sd

At Mo 1 undar seerion Fr ol ee Tnformeation and Communicalien
of 20 lezhnnlnpics Aoz 200,

antematzad rrazsaction T means an atecttonic ks Lon
caduetzd o performad, o whole srin part ov mcans of
clota e ssapes inowhich the conguct af dara meseagos of
azte o bath pantiss aee nat eovizeed Dy a natural porson o
the wicling:y cowrse of the natural oorsen™ husnsss or
emploemeri:

Throwsct T means a compker proecan which alluws o
porsem i read & Iy perlinked dato messzape:

“rache ¥ mrans high apeod memore (hal sines dala for
relulive |y sl L periods U Hime, SIAer computer crmsoe, i
urddes o speedx Jae mansmission a1 proeessing.

S riclreited intormarion T oinclodes switching, dialing or

signaling information that ienilies the oeigin, destination.

termimeat iz, doration cod vawipment ieentdusation oleach

cemmmicalion peneralsd or received by g cuslormer g

naet af any eympanent, facizily ur seredce provalmsl e o

el or provider aad, where anplicatbe the locatinm ol the

user williin tha el goemmimiarions 3vstem;
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e TELD Y means country code doman ot thie wop eveiol the
Wteen T s MIAin svaren: siged acoordune oo Cie - Larer
codes e Internaticnal Standa:d 10 5765-0 . Codes tor
Bepresentar.an of Names of Codntvies andd their
Subadivizion:

= partificalion service provcidsr 7 means o persan privcading
an duthenticativn product or service iz the lurm el a digital
cartificals atacihdd v, neocporared ko oaially assoeciaed
with, & duls moessage;

Soammuticalion T omeans oral, wire or sleetenzic
CLIrTLLCLL: AL,

Yonmputer T means 20 Sectranig, magnTic, aprical. sectroa-
cremical or uther high spesd data precessing deyvice,
perforzuing lueieal, grithma e o sinrage functions, arany
dara steraee Jeciliy wr oz ncatione laviiny dirgst]s
related 1o, nt opereling i conyenztion with, sugh deviee;

“onmnputer cals T mesns o renresestation of fagte, trSematian

or cumeepls i lurzsuttable For processime 12 o compuler

system, or a program which i alxe to caess a somuter
axslesy e 2erlimm g funehios;

compuler svstem Yomeant a device ar 3 pioaup of

ure reanoeecied o relaed devices, une or more of wach,

UPSURNT 10 A PReEIan. (=2 1T00 e auedelic proagssing of

cinta;

compeiler wirus T maans ‘a owrimen satteaans whizh s

willludy spoead o pmpotss ol couring damape Lo o

GO 3521

* PRREUTHRE MRS A il peson wlo snle e, v islends
Loy #Aler. ko wn cleclrenic mesksaee with a scppler aathe
crd-nsar oi're fodds eroservicss olTered by Czat suppliseg

*eant=nt * dorelation wran electr e sommunication. e hidas
aty informatian eonecining the subsance, puioor or
reganing of thal cormmeznicalion,

teracking T omeany en legul act of decoding a prezwerd;

“eritical data 7 oeans Jata that 1 decloced by the Minwiter
under seelion faeti-ine th bhe importane for poresozes of
nitiooe] secarity ot the seenomice and sozips weil-being of
e citleens ol Zunbing
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*uritical dutabese 7 omeans o collecion ol coilical dua in
elecrzonic fonn fram wheie i may be accesied. repaoduced
ur e taclad:

“eritical database adminsrratar ™ meaas the prr3an
soaponsible cor she manapcment and sontiol af & ciitical
wnlalane:

~erypragraph poedngt 7 means any prcioet that inakss vee
ol drvpropapiee echnies and is ueed by o sender or
rovipient al datn metsages for the ey of snsuring—

reg bl such dina can be aceessl iy by relevant
PR

i the anr renticity of the das:

L L inteprity o he dola: or

jefi that the source o the daty car be correctly
AszCTained.

“eryprowrrphy previder T meang a person who proocilss or
W ke pEninaes 0 pravide, erepoograph sorvices o prodoces
inSamata;

“eremlograph service Y meann any servics which s prosaded
T g Acnder mra respicnr nfa dats Tessage, or o enypons
gtoring a data mazeage, and which iz desigred oo facilratz
1he nse of covptaaraphic wwehy cues tor rhe purposs of
STV

iy 1ar anch dara or data mossege son oo acesssed. o
zan b paa, mtee an inzellizible femmoenly by cenain
PECanrLE,

(LRt THE duthe vy or dotearity ol aaslodars orlas
Messdne s capable vl bemg wiceitainsl:

fed the intse) ity of the dary ar dara messags, or

celd thal e souree ol 1l date or Jaa message can be
curtecily aseenamed:

< ovhes T means te use, simulated envimnnment or slale ol
CUBILSELICH OF nde o0 Wil CHeihonis earmitications
ag erwearks inchod ag the internet;,

eyher inapecier T s a person appeinted 35 goch oodar
ST foRe =T,

“lmud@es T oa=ans an impasment too the intogrire ar
suaiabilite af daa, & oreerad 2 svstom arintrermation,
“data ¥ meang Hdecirome represcnteiinng af infurmalien tn

aLLy Lo
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el eomiralier U omedns any coersan. sithor aone oroin
cemnan seilloelier pecsena, whio centrols azl s ges szl
For keeping and using o 371 5omnal i2Bormatios a3 computce.
o in steusurad cianual Lles. and 2leciioncally requests.
collects, ool ks s pooeesses aramres persona’ infommerion
lream o T respeel of a dhla sabjeci:

“ gz mieriezenoe ™ menns the cumeplion. dameesing. dalsim,
delerivralien. alteraion or suporgssion ol cowpuier date
weillowd autheity,

< ddata movaagrs T omeans dwta menerated. sant, recsved oo
storzl oy elestramie mesns and s ludes—

ferd o wniee, whore the wedee 5 usee inoan amomaied
Ltz i
‘i a slorsd record;

“odala subyect oo gy ke cal persan oo, OF 1 respeL
ot wham, perzonal infrrmation has heen reotiessod,
collected, collazed, processel or sinrec, siter rhe
comztencement ul thi- Ael;

“elecryption T ans the clesrrani erans fremation o dita a5
cummnnicalion thal has been cnoryphod;

oletay ol accoys mossage servige T omeans a methad by

which a comzzunication intended fur o person can e

submitied Lsing & ToNLEuMIZatEs sy stam. wileut te

perscn being in dwser 2aniact will oo ame soboillizs e

carn=ynizatian and can br subscqeenrly accessed by the

ety s hether ur nor uther personz are ahle Wosccess il

Cilemial of service atlacks T oaneans esdering 4 coinpuler
svetem incapable of proviglionn nomal services Lo s
[ogitamare nears;

*device ™ means on appraratus which can be sl woniereepl

awire. ardl woreleclrmic semmunicalinn sdher than—
fa) a telepione ur lelearaph instromenl, egquipment or
Zaciline. ar any comprnznr therzat, fomishad tache
suhscriber or wser by a provvider ofwite o cleatienie
cunmenicsliaoe seryics in e sy corse of
Lrasimazs sl —

(1) wirdl by 1he subsiceaber o user i the nrdinary
ceurss il bBusiness o1 [umished by soch
subacliber or user (1 conueslion Lo Lie
Cacthies ol sucle service and nscd in the
afdirtacy ceursg ol husimess; or
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“oelectronic apeds

ity used by oo peovidar of wive ar eleciioiee
comunizntin service in e ordinary
concse of business, o by g 3w
enforceinent offizer im the ardinany shnrse
ol the lew enforeerent officer™ cutics,
o

i g hearing aid ce s tar deyice;

“digitel signature © means an clectroric signaturz sansisting

ol a teansfocmalion ol &2 alectronic secerd uzing an
auyrmahreety ta-eystem such that & persen baving he
initial untranstoumed lafwonis roccrl and the siestec’s
publi: key can accuratzoy De determminad
figi whother 1he iransformation was created usiog the
orivata kev that corlesposds tathe slanes s pllle
ev: or
iBi whether tre oot clectremic reeord has heen aliened
sirice the trarslormaticn was madds:
aril i luces voice cecoprution Fatures, dizital lugerprntinzg
or such other bivtechnology (Rature or process. a3 inay be
praacrhad;

“istaibeted denml ol qerviee 7 cheedos G attacs that makes

use wl e wser ar zercer techneloay 0 weluply e
cffeciiveneas ol e denia! o sereice wllaes o cne un 1o
LR T 5]."51"-.'|'I'IE-'1

Feerngin peune T medns g alpud-rraonerie Sesienation that s

Tegislered Or dssignsl G respact of a0 2 eclonic address
ar othar sesauree on the mtemes;

“dormwin oerne srslein T iLans a 3vae te raazlate domain

munaes ko [ sdd et o elher wtocunaticn:

Lrug knfarcemaest Comaission © mesns Lhe Diog
Crlrzemam Conraniszion estanlishsd undey tha saneatic
Corugs and Favaboirapic Substances At

fmepuosvemonsnlseryics T neans any public s2rvice provided

by glzetreniz mesny by any ouklic body:
DY mwAns 4 COMpuicT DTOETIM or 5T
seetranie or bl autcmatzd means used dependestly
Lo mitiale en aclivn o respaind 70 Jdata messages o
performancaes i whole or i peil, inoan autaimated

g ThEY e ETRI T

*electianic signatuee T neans dely atlached Lo, Incorporaied

im, v lupically assovided with athes dsta and which iy
unelded by (he user 0 300vd 35 @ alghalire;
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* aal sy LG COONINLEZATRON T 2EANS A ansice ot signg, signals,
Wl iring. rndees. saunds, dataor inmhipensc of amy nature
tranzmegsd vnowhalz or in part B rading clestramagnatic,
photo-sleetremic or puelo-oplical syslem, but does ol
{TIATI<T-

cerd eny wite wrdivecl cral curuninicalion;

By vz Eaen sl through a teng-cny paging
daviag;

A3 MY CATTRUMICEDDT o 3 tracking device; or

il elecirmie (unds ranster inlormatien stomed by a
fisactaial wstituticon in a cazumunications system
used for the electronic stocags and feanstel of
tunds;

Felectrenic cnmmumicativns syswem T means aradio, eleclr-
rmapzelic. phaotio-uptical vr piuete-electrzic Tacility (o the
Lraztsoouzsan al elecnane commurnicdtions, aid oy
eorrputer feoitite or reated clectroniz couipmens, for
electrunic storaee ol such cormmiuzicaliens;

oelectrunic comzmunicalion service O MEANE ANy SErvice
whizh provides the ahiliy 1o send oF receivs qlegronic
CEITHALG CHS 1T L WSeTs;

*electrunic storggs ™ peans—

feds e semporary of inlennediale ssoraps ol'an sect oL
aommnnigation ingudental ta t=2 clectranic
tranamissiesn therent; and

(7w storage of uny commumicatien by an aleerronic
curpnprier on seevice lurpurposes ol sackop for
protoerion ct'sush comamunication;

"elecrronic surveillance T meazs

& tae sEtallatien or yag of an slectronic, mrshanica.
or olther szrveillanes device fur acceining
indorcoativz, by intezstonally directing surveillance
ara partizular kewown persan wla iz locaies withis
Zambie under circumatasees in which vhat porsos
Iie & 1eascnable expectation of privacy, or

(i che areatlional goquusition af the contents ol any
SOOI BLION VT SAEBHTSEaRCGS 0 which a
HEISL Lais o ssisaoaDle enpeclingon if privacy:

eletllnie usz s koD JRISU LU0 5N RCC B B

[Rotime i, conliedl Hanadt, oo etutd o 2R GET EIODINETGT
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whize 1he peesais within £anbaa.

= opemiail T neun clec ey vl or aglata ngssans osed. or
inended v beoused, as @ mail messpoe hetweon the
crigmaor and adegsscs inan Mlecrromie cemmimgatian:

* rnarvption T means che Hlecrionic rassfrmation ot et in
erdet L obsenee or lede i conleul.

* hackimg ™ mcans 1 access a compulzr llzeslly e g el
lescaziom, or withoul che anchore ol e owner;

*honne puae " means Lhe poiziary entry poisl web pace ol a
websile;

< hyporiml T mseng 4 reference v link Mo seme i in
e dali ressaae op ather feclnalaiy o tuactiomsalily,
dirzziaga beowsce oo other tecknalagy or dmaticnaling to
ancther dara messazs ar painT therzin or ta anether placs
in the zames Sam Mesaags;

CICANR T menng the Tnterme! Corpomalion o Assioned
ey and Wonbers, o Califormia ne-prolin public beaselio
corpuration establizhed undes 1he laws of the Smx of
Calitorniz inthe United %1108 of Amarie;

“illygal made aned coammeree " means aoy inlcrnel rd-
velated netivitv, or he wse ol e intemst a- a rmediom Toc
ileoal trade o onv s hies il wtiviv:

S anliendliac seatonn T means a svsemn lorasnmaring, sonedizg,
egeving, stering. digplaving ar arherwisg prescasing duta
mesages, and oeliles che e

information syslem services " mcludes the provision of
capnections, the opetation of tacitics far informarian
svalems. e provialan oFf acoess oaaformarian <ystems,
the Lednsmission a1 ranting o atd messages honagan ar
amanp poutts spes Fiod b A maer @nd 1ha procossang and
slivfans ol dali. at the 1ecnest ot the recipion o the seneee;

“inlrimgernent 7w Ui 2le sl uss o ceprogah? sl aibel
intelectual poeperty rialids,

“aellimenee  msins

SromZormation, whather oroaleonceming an elecioeniv

umer wizhim or snsle Aambia, U relates o 1he
aoibity ul the Republic vi Zaunbia 10 proeet
T l—
(1) an acoual ot petenial breach, wlach o ay
e or hostile ael oz g wire or eleclonic
COdIIN 0 AT Svaiem:
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il asy breackh. sabolags o0 leooerism gn o wics o
clestronis communication seaem by a peisen
withinorgursida Samia, a forcign s o an
airenl el a foreign poeaaT; or

(it b Tarndestine intelligsnce wotivities by sninle] lnee
sorvict, o nelwork el a fhreipn power or an
ancrl cia borcign s

Sy mPormation, whetheror not ganecrning 3 gitizzn nf Lambia

reran elesrrenic meer with respect w8 foesign et nr
lereivn Lerriliry, that relates o the natimal deleace vr
the socurily ¢ he Bepublic of Zamaia: or

festhe condluer of the foreid affaies of Zunbia:

Youmaecept UoruEans T aceess o acung e caneine ula

snmmumicatinm. Cirnngh an clectroze, mechanical or shar

devive;

*oinlsroeplion device T aeans a devics or process which
recovils o decades electeoms o Aher npulses which
tlenizfe the numbers dialed ot oleese transed on
Uee Ledeshune Jine b which soch devics s anached,

“oiterroesdieey T oooesans A persen whe, o sbedl ol oulhier
|2 ramit, whother as AZENC Qr Nar, 5N Az, e mves or st
i priodar dila message ot provides athar 2orvizzs with
respeel Lo thal daza moss-age;

“tnlernel U omeans the Derconnecled seeslen of nelwurks
tLan sensects cattpat2es arvaol Gie weur kil usizg thee TOTY
I arack e proves ol and incledes toeers versiaas therset

1M addrzss ™ meana rhe dynaere neararic o idenr teing
Liee pezol ol conneson vl compuier s sither device W
kL= il senet,

“ouekae Tieans A judas alte [Tigh Courte

Y law antorcorant oiticer T omeats—

fizi A molics officer abeve the rank af suix inspactor
ifj an officor nfthe Ant-Caranpton Coammisann;
i un ol ficer ol the Drog Coloreeaizol Conumissien;
el an wdlicer olthe Fanibia Securilye Toelhgenee Servics;
and
‘e any nther verson appodnted ss such by the Menistzr
: Tur ourposes ol his Act,
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“migieg of device U meana the prodagien, salbe, vrocunerent
Ter e, distribozica, possession ur ofherwise midiz
avtt lahle, of a compuier password, dcocks codz or data hy
whizh g whalz ar ary parr of a compusgr sysmem js
Ciapabie eUoend oo rassed, 20 3 deVIce or ComauUiRl progiam
deizned v adanted srimarile e e surpose eloemminting
an edfeno;

* Mocitoz g Centes 7 aneans the Cantrae Moaworeiap asd
Coordinatinn Cemer cilahlished pursuant woosselion sio-
frnay

*aatural pecsod T means an indoewduoal:

*aral commenicarion T omears a verhal commumieation e
are conktwnication Jheough sicn laneuaee, b does ot
AT TN [ [T T [T T T

*origptiater T mean: 4 person hy whom, or oz whese hehal T
o date messaee puaporss W have beea sent ar gonsrated
prios b storepe, ilumy, batdees ot inelude 4 persan acting
us an inlermediary with respect o ther dita messaee;

*prraon T irehodes 3 pablic hody;

*opersunel Alannaizan TomEans atarmasan akea an
ident ikl inddividual . e lud g, Dus o Db oo

fii imfrrmemtiom reluling o the race, gender, oreomazce,
marual status, natinnalisy, athniz nrsacia_atigin,
calour, age, pavsical or mantal haalth, wel-hzing,
Gisabiiny, 1etiginn. belict, cult e, language and both
af the tdividnal:

i snFarmatien relating tothe educatien ok the medical,
srimicaror errplaymaent hisrow ofthe vdividusl,
or Eutuneton eelaning ta tancial fransas ions in
which ke icadividua! ses hees Invelved:

ie) v idensifeng mamher, sy mbol, et ozher ourticolar
assignedrro ke ndiv-dual;

Feli the wddress, Sngerprintg e blocd v

di the uddress, Sneerprintg oe blocd tvpe af the
imidvicdunl:

fei the personal ooeamona, views or prelerences of the
mdivigkigl, Teept where they are whowt annther
incivid cid urabwut g oroposal fora eoant, an awatd
At # prive 1o he made e araether ndividual:

) eorrzapondes ag sent b the tncividou that w5 inphcitly
erexplizicly of @ orvarg or confidenzial watmee, o
Turther vurrespendence that woild reveal rhe
conlenls of 1he eriginal vorrsspendece:
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fg) the viewa or opiniens ol anather individoal akao the
inchieichal;

o the vicws oropiniung ol aeuther naly idual abaot e propuzal
lor g acans, an &ward o & prize 1o be @ads to the
inlivr.dud., i zxehidiog The names atthe o ndividoal
where it anpaears with tho vicws or apimiong alche other
mdivid_al: aml

o) she sazte of the indivicsal whers it appears with arber
persasal intonmation celatiag 2 the incivadual ar whesc
the disz Lsure of 1he name itse D skl reveal im-omaatien
aboul e indieidual, but eacludes tncorroatisn ek an
nlivideal who has been dead Ier mare than twenly
FOArE:

* private hody ¥ mcans—

A A watural merson wha camiee or b coeried om, any
trice. husizess or professwon. bul unly in such
CACBCICY,

Sl A partnerabepowhies carriza, o has carried o-, any
tracle. business or profossion; or

eiany [ommer ur SXislne e persum, other than a pukhe
hody.

"plainte T omeanz deerepted o unenerypted data:

“pornagraphy T mesns mazerial that visnal by depeers images
al o person engapesd i explicll sesual conducL.

" bl gl T means
rad any departmen of e Govennween! eo any Local

dulrerily: ur

g eny ulher fZnzlionwry o insLiL e Saencigimng—

(11 powet, or petlarmine 2 duoe, nnder the
Conslinien: o g
{ii) 8 poverr ar parforming & Suncticn, ander ay
other luw;

“openevery auenl U aneuzs o persum ur entily whoo providos
Tooov ey Imtrrmatinn fir SInaas services,

*reoovory devies ¥ means hardwarg a1 sofiware, that ullews
plaintesd Lo he nhtiaed, oven if attemars ang mads 1
ProTeci Jf throu gt ency plicn o allher securily lechziguss
or devicss, by enabhling a modaficat.on ot any pat ol a
collpnzet of ulher avanem;
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oA inbarnalion T means o jnacieter thal can e gl
with an alpniithin, oche data o obyzsl, wlicl can be used
Ly cdeemyp dika ar @amivinig arians;
“romseranr T means an applicent tac al halider ol a demain
Lalne,
Treginhial " e an snlity whick 5 leenged by e Aathaoebe
12 updale daepuosiluery;
* Heaister 7 omsins the Reaisler of ervatography providers
carahlished wnder seation voesie fra,
"registy U omcass an onfiny Cicensed by the Authanite 1o
Manage &nd adminisrer & spoeille sub cdewain
* nernele cormpuling service ™ mesns the provisicn of zompoiter
nlUraEe of procsssin senaces o the prhliz by means or
anL e e lr MG LU LN e S S,
*seoend level deinain ¥ means the suz=donieimmediawly
Feliowinp the ecELL.
™ service pravidler T meadts 3 public or peivatE 2oty aolliorized
ro—
ferd priveele o ofTer sleeiromie comminivalinnes by Ticans
il 8 Comaler sesemmg
SR)oprocess or sk compeler daty or Sezall ol a
ECL RO U b o nscrs o sich s st o
A0 W an clCetranic cammunicatieng systam tn privids
araferan clestranic commusicatinn semvice;

r

s lanpuaee 7 means a lengoape tha: ases szanusl
cateaunication, body Janauage. facial cxpresswens. Lip
parterns, hatd anapes, srigntarian and movcmcar of the
hands, arma erocher parts of the bodsy, ather thom sound, s
wonrnus ivals on express 4 person’s thouahds;

r

spazturninge ©omsens ao illepal altmol ee azl oo deliver

mgssdpe, over e intemed. W soeone wlie s nas salivired

it

=g commuricshen T raesis cozmurication thal s heen
sitbmitled paing a delayed acces. messgpe service, o
storsd o egulpiuent, aid i b aceessed;

"atnrad seecvry infrrmation ™ means imfommation that cuz
he: usee ta dscrepr dara or clecirmmic comnmrinwealions,
“euh-anmiein Cmeans any subdivision ul s an dumain name

spece which beains al e secasd [2vel domaing
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“yatem interlerense * woans U illeeal inlercepiion, hindering,
T bz nterference ol an slectronic cerrenuncalions
A% LI 00 ConpuLer S 3120, 20 LG inuTis 2. ANsnssian.
damage. <lclotian. deweriaration. altzratiaa a7 auppressias
nt compnter dats, an eleetrinic eamrmunicazion ar s
contents Lereush, or Ty measis ol an llepal aeoessl

STCR T means the Teansmission Canore] Pioecoel

[esaer Protocal vsed by as odormation »vsem 3 connsst
ree tha ingpzrnet;

“Lhird party 7 inorelation s secvice priecider, inshns a
submeriber b the service provider’s services. any other
uses ol the service provider’™s sgavicss ar 4 us2r ol
refarmarion sysams:

1LY mcana & tep ezl domain of the domaim name system,

* freffiz data 7 means &ny campotar data indwzating tre
elecloumic cornmunicatison s oriein, destiwativn, e, Lirme.
darg, siZe. ducatian oF e of oadsrlving service and any
contenr thereot.

“mansaction T maanaa ransacion ot oither s aommarzial
ur non-vemzisreial natume or the provisiom cfmGeonaiien
wr @-Covelnmenl seevives., but does net i lude any Tnking
rransacrian ro clestranis Suncs transforred by a Snansial
sl livn:

tomrespasser Uow elation oA compuler wr elecironic
COMUMUzLCAtion Svslemtl. Means & persen whit atssney o
COMPITIT OF cloctronic comminicarian avarzm withar
asLierisedivng ol dues zeiocTuds a nerson authoti-ed by
iha owael o cperatal ol the compuisr ur 2 eclrmi
CAMMIMLCAren svelem o aceess  all oc part vl the
COMPULET AT Sloetron e anTineLni ceHon spstent;

*unive il aocess 7 means access by all citieens of Zambia
C il cenneciivily and e ransaclises:

umer Tomzang g poison of ntiee whe is anchoosed by oo
SErVICE P idier L use DL SErvices,

*WAP T means e Wircless Appliceiion Protocol, anonpen
interoalivnel  standard developed by the Wirckess
Annlization Prareenl Foram Limired, 2 companly
muorpuralsd under the Tawe of the Lnired Kingdrm, far
applications that cse wineless commumicacion, and inchidss
rrerzer acoe 3% thoa 3 mckiie ohoneg;
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Applicstinn

[RH T

[T 1]

il caimnsieancn TOneans  an auri. canster inads in
whole or w paer for the Transmisswea and stagage of
cammunications by the aid of wirg, cabls or ather ik
LONTeCLIcT:

“owel page T omeans o dala rmessone o the World Wide
Web:

Savpbaile T ieans ay lovation o ths internet conliizing
A hamg paze or web pags,

= Mearld Wide Webk T omeoazs an informazion arowsing

tramowetk That allews @ user ta lecats and asooss

inFormarion slored on g remote compuler and by follee
referenees from ene compiier bo elaed infermalion on
snocher STz

Fambin Develepmonl Apency ™ means the Aambia

Develupment Aveney estuslished undae sectien fowee of

the Zancua Developimenm Apency Aol Z004;

FZambia Postal Sovices Lorpacatian 7 means the Aambia
Fustal Services Corpotalivn estaoi=hed mider the Pusal
Services Al and

= em donnas: narme space T eesns Uie oo <o TLE assiened
L 1he Brpuablic ot Zambia acereling o chi nan-lereer crodes
1 -he Iatemsnoral Stancaed 1500,

3. 410 Subject b the vlher provisions ol this seclion, Uus AL
applies nsespect ot'ans cl-ooranic Toan5a70nn oF data maasage.

{20 This At shall aot b constringd as—

(80 CCOUITINgE ANY PR T genetate, com ~unizale, praduce,
prucois, send. necelve cecords relia store er display
any induermetion, document ar SizBaturs 2y, clois.
el=cizonie Torm: or

it prabciziting 8 persan fram cothlishing reguiremenls in
respetl ed the mewmer inwhich that persan will wsuepl
daln muessaoes.

14 Seclivis fhve oo sisaf s Ao da nat apely toothe Lands

147 Paer [0 ot thiz Act does wob apply o the Wilks
Administrarion vl Jestalke Estales S

31 This At shall ol e construed 38 aiving saloel .o ooany of
Hhe Foimwse g Lrinsas Lens:
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feid mi dereemnenl Sor e aliewtion oUmunavaile propes
un<les 1he Lancls At

e st e, relenbicn aod sresenbalioz vl will oreodizi!

vide thy Wills and A esisoranion of 1o state Esranes

Aol

fizd the exscution of a mll ol exchangs or
relioany smuaranlee,
eF This At <does nat lumat the operation of any law thar
axprcszly aucherises, prehiats or reanlates e usg at data messapes,
inzlnadimgr sy regquirement by, or under, sny law sar informatinn t
b psited wrdisplayed ina speciRed inanzer, wr for eny mlozmatien
a5 dagsumean e be reagsmitted by a spedified meathosl.

HaRL L
Locian Reonm-v-ss s poe Thara Mlessaes

4, 417 Inlorination shall et be withowt keoal Teree and o Tect
meraly o 1he peounds i i s sebooliy e panily Srodie e ol s
daln medsere.

(2% Informsiiom sha'l non b withent legal farez and offoce
rrierely on The arwmds et it s net comtonsd in e date messaoe
[rgcat g v g s cisr 0 sue o leaal Zogee and elfoen b s mecly
referred toinothe dal: message.

Al

(3 Informanion incemporibed v an agreemaent £nd that = nom
e Lhe public dunun sliall be ueatsd as having been incorporned
anro A data esange of such infarmarian g -

rand Teferred rooin s way i whizh a reasanahle prrson wreald
have moticel the referenes therelo ans mesepimalivn
therzat amd

iy accoakillz s farm imow T wh it may b read. starcd and
retricvel by the ather party. whesher cleairenizatly o
A% eorrpulor prooboul 3 lung as such inleriicwn e
ragsonshee sEpahle of hong reduced ta clectrasic form
by thu parwy incorprrating i

50121 A reqairescent i law that o document ot inlormaticn
shall be Uy writing shall b 2t iFche documieol or ol is

fend in the term of a clate messane, and

P acceasible ina masnge gzabls By sube Zguens relerence.

LT L

1ap. tll

ey’

H RN T 144
Tor dari

H R [

Wil g
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Llsz o G 1) Where the sianature o1 3 persoo o egaired Ly lawe el
ol ated sucs v by Bolspecily the epe ol siunituce, Gl cequinemerd in
"I""'T""“ relatinn 1 A dats message shall e mgt oy itanadvazcsl ¢ lecieni;
e pralare . . :
5Ll e 15 USe.

(2r mumeet losobsestion (G aneloorrgnic sigrange sha | e
bt wilhouol egal Teree and el Tecl imenely on thes greonds that oisin
clestranme oz,

(A Wheee anelectranic sigrrnee i regprired by the pcrties Lo
art electronnie wansactien aod e paciies leeve ool agreed on tie
ryps ot cloetinnis sigranire to be nezd, that cequircmesn shal? e
mct 1 retariom to oo daly messagme if—

fay e besd 15 wsed boidentife the porann and o indigats the
pecson’s approval ol the idooiiow sommmnicated;, wnd

(e Ao regane 12oall the relevar: cacumatances at the
funa the methad was used. the mathadl was as 1eliale
a3 was appreprate for the purpases toag which the
ITErmAtiG R R COMIMuNIcace:d.

b Where anomdvarced electrenic sipnatore has heen wsed.
such sigactore slall e eated e o valid electoenic siznaturs and
¥ have boenapplizd praperly, unless g castrary is proved

§30 Wehene ancleetronis stossiane s ool regquicsd by e partisg
o elecironic smansaction, an sxpressien clintenl o uthe
statereenl shall et b swithen fewal Tepre azad elTeet mierely on the
2rauids that

fae it 15 in the form af a data mes=aye; o
) 1t i nat cvidenzed by oan clectronic sipnature ot iy
evidenced by otisr means Trom which seei peraen’™s
irlen g arlier stateznsal San By ot red,
[wlnrre=eire Torhr Wileees a lew rediees iafenmatien e B opresennzd nr

sharpiralice rezsined s omipinal form that regquzeemens shact be mel by adata
of Jaen

mesgaee 0
SRR E

et Lhe retesarile ot vhe iz lermiaioen (ronuth s time when it was
Tiest acnsrated in 155 tinal form as o data messame. o
eAherwsse. s passed the assssamenl specilied ander
aulecLion (210 anl
B Lhat inlurzzaton iz capable of eing displaved or predhonged
oo thy persnn reowham it is to ha prosonoed.
(2% Forthe purpescs of pacagraph (o) o subsection O1f. Lhe
ntegrite e uny informalivn skall ke ansessed
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i D ocarsidering whether e wlimation has rensained
complebe and unaltered, cacept Gir e additon ol any
endorseoreanl and any changs wiiclh acises u e nosusal
anmra: efanms~unicarion, sterage: and dispay:

i inene light ot the purposa [or which che infonmarion was
gonerated: dand

red Teovage resand Lo all othier eclevant circumeslzees,

B. I I Lzead pooceedings. the sulzs elevilence shall
art e applicd soas o deny rhe admissibaeine af 3 dua messare m
evalong o—

frre o this mers greands thal 10 comsitooed by o daa mesgage:
L

s the Best avidenee dhat thee perscn addocins i eould
reasanally be expected o atnam cunthe paonnsts that i
5 vz i it oeagmal fanm.

121 Iofoematon in le Toom ol o clata messaoe shai! be given
due evidential weighr

(31 Inazgessing the evidenoal weght of'a Sata iessaes, ergand
shall be Lad b

iicd Lhe relioblive o the mazner inowhich the darg oesanee
was gairaled, slaed o cermnuicatad:

SRl the reliahilmy ot rac manser in whizh che frcprioe ot the
inlil TCssa o vt mainiyined,

it the manner inwhich il anpzanr was identified; and

celd any ather Jelevan Jacuor.

(4] A cara messaze made by & porsan in the ardicary couzee
ol mngimesy, oF a eopy ar priveoot of. o an et tiom, the data
messaee cerlifvd b be commect 2y o olfcer o che serviee ol sien
parecd. shall ca os mece produsiosd in any civii, cristinal,
admvsteativey prdisciniipasy proceedings sndor any Jaw. the jules
ol ascllrogulsteny organisaian or any nther law, he admiasiblz m
evidlenss apainsl vz persen and ceboitable prool ol e Tacls
cozlamed in such reannd, 2ape, arateut ar cxtiact.

9, ¢ 1) Whete a law requites imfiirmaton to he totamed, that

requuesment shall be coet by zetainiog e inlermation in the Gormoaol

a data merssage it

A oviss Balin,
dal
r¥ilenlia’
weLear oz
dil.a

[ PN [

Reten—on of
SRS Cnsation
HIW R | B
MEs-t e
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)
carliticalisn

fog the informestinn centained i the dats masszwe 5 ece cdsihle
an an b [ wsabde for soleonens refoence;

it the data ma=gagee s am thas emat e eoeh it was conerzled,
senl et reccivad, o oimoa Tormat woich can be
Jewmmenstatcal o eeorssent aceuratele The inlerinalivon
geneTatsd, sanl ar recgived: and

fod The otepin and deatinatoen of thar cara messagc. and 1he
dates anet 1T 0w senhor recaived, can he detormined.

(21 The chlization g retoin diormabic: referred oo sibseclion
i | hdies noL exlend be ooy inlurrmatien the scle purpuse ol shich 3
by enable e messaee ke seolor meccivcd,

L 1Y Subgesn fao seetwen raendy-mme, where o low 1eguires
a persas w proednee a doctiment o infarmarian, thar requirgment
shoil koo of ther persan praguses, e peans of @ data m=ssags,
an clectranie Soem of thal decnmenr ot inforranos and it—

dalenmmidering i the relovani circomedanzces al Ui time Lhal
e date messaee was sesl, e onethod ol Feneraling
iz getronk roem abFthar documesr provided a rehiaklg
mzzns of assurags the mmonenaroe of the mlegrity of
Uee il containgd s hed docamant. aid

rBioal the Coee e data messace was senl iLwas Jeazonable
o expect rear thy infsrmation contained therzin wonid
be readily aceessible sos o be usahle Tor subseguent
relerznce,

(2 Tor he porposss ol subsectien J00 1he infegidy of the
mfaraarian zanlained inog doconmen: shall be mainiwncd 1 the
mfarrzarion has remgined complste and unaliersd. seepd Lo

paze the adiizinz of wny cindamsement; ur
(e oy ok al chanee, whiclianizes in the pormal course
afermuninizanicn, statags o display.

11, (v Where 3 law requeres a 3ignsore, Slaiemesl or
drcnment ro he autarised, woknow ledeed, veriled or made unde:
welh, that regpeireman shall be o omet o the achvanced zleetronie
sivmislzrg ol The peon aahorised to perfernn ke wees i s hed
to, ingorparntzd inoar lagically asanerarzd wilin the cala messaoe
con LT suci earielion. cclknowledwment or vezilcaton,

(27 Where o luw seguices o periits a eaeen to pravides a
corliliml sepy cfa documenl and e dhogament xiars e leetramic
Coren, thar recinremant skall oz met if the person provddes 1print-
auteastificel B b aoirue repronducte oo the Lacumizng o zamnat: an



Flootearie Conmnientins

el Trgtaniicinoey | Moo 21 of MM 243

(30 Wlen o law toguicss 0 oclmits 3 pelsen 18 provids a
gomiticd copre of a dacimeont anc che dncnment exiars in papar ar
ather phvsica, torn thar requizeenrsha e metitan clectionic
era ot the encnmen® 1= certificd 10 b a lrue copy crerend and the
cecbificetiaon s conulirmed " e use alan advensml electromwe
sinaLule.

L2. (1) A raquosomenr inoa 12w far mnltiple copizcs of o
docnmest e be submitted o a sing e addresgee al e sarmes Lime
slall be sertialied Trv thee subsenissivn sCa singie Suletimessans et is
ciable ol betng e pooduced Sy that addressee,

Y An expresdicnt in g aw, whether used ag 2 aent o verb,
aee Lo wige Uoe ool “docuzznd™, “record”™, “Lle™, “subani™. lodze™,
Pleliver™ Yssue”, Cpublah e T Spnind™ o wasals wr
oxpressions nf simclar cffect shall be interpreted 2o 82 e inelidz
or peoodl sus b Faam Foerat o activn e esldoen o data insssaue
unlesg arherwise provasd for o this Act,

11 Wheer aseal i requued o law (o b alfiaed w adocanan
arid such lnw dogs nat prescr ibe the method crfoom by whizh snzh
ducumens sy be sealed by siectronie means, that ceguirginent
chall b2 met it che docuscnt idicares that it is reguived e be undsr
g2a.and jrincloges the advaeed electronic sTamalme ol the peraen
biv whon it s cecwired o be sealed.

£47 0 Where any lives reyuires ar ermMils & persim N senc g
dedument oo ilorimation Dy cepisbeoed o certiRed postor stiilar
sz, 1t requiremenr chall B2 met iFan aleeteanis copy ol 1l
duinend ur o wicion i send e the post offiee, 14 repisleres by
the: pratattice and seat b that poet olTee 1o the slecimonic acddre s
nrovicled by e sowler

15, <11 Inan autmazzd tranzastion—

ferd an apreement muy b lormed whers =n cleatronic agent
portorms an azrien equoed T iaw [or agcesroenl
Tacntion;

) an ugresmsnl may he fommed where all pamics 1o s
reanEacion or @illier vne ot wses oo sleclronic agenc
il | party using an clostranic asent W Loom i aereenenl
aall, sumjeat to paragrape (3. be peesumed W be

bownd v Lac terms of that agreement ireageetive of

whether 1hat paison reviewsd the actieas ol che
elecironic agent o tha rerms of the agreeine:;

il
R E) (T

Al =l
THRTHINNE B
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il a parly mleraeting with gnslecronic sgent b lorm an
aeresrnent shall voul ke bound by the terms ul Lthe
apcooirnt unless those s woe sapabls of bewg
tovicwod v 8 NATIEE D Dorson repredcnring rhar parhy
TG agresmend frmarinTg

(et o ae sl shall be Frreed wheee o patural peasoan
interasied dpectly with 2he eleclranie aranl ol another
persucl and made o maeral ecoon dusisz tha ceeatwn al’
a dara messags and—

(13 e electronic apenc did nnt arevice tha persan
willl an oppartuzily 1o preveol ot corresl Lhe
ST,

Tud that pecsan notuliad e ol peesen ol te sor

A3 aoan a3 practicalle afrer that parson lcarn
af it;
Lhat cozlurm b the other person's inslowclions
Ly refuco aay petfaowanes ceceived, o if
instenctcel o do 30, to de3rroy that perfarmance;
umn

i Tv] Lhal persam Les nol used or received any ialecsl
bene i or valdwe: Troas gy peclormance 1peiived
fram 1e her pemnm.

TART [
CEndMUNTSATION OF £aTa dArEzasis

Wal aarion by 14, This Paronly appiies b partiss nvelved 120 peneraiing,

::‘ﬂ'_::" sending, Toeciving, slaring er nlherwise processing dila Mesiages

it=line have noc reschsd agrsermsnl on e 2baes provided Toc i e data
MR SR Es,

Faraselan 15, (11 Anavezzment shall nor be sickead leoal forcs and ellecl

amd eility ey becanss o waz comehzded partly a1 in whale by mesans of

Eh;“_-m_-]:ll_“.g data me-srmey.

{2} Anapreetient concluded racon partics b tneans ol dals
messipes shall be concluded at the s when, ane place wheee,
the ace2ptang > of the atter was receivee by the nfTeree.

Tom ane? T A clula misysipa
place 5F

o s b Tl

Jdispetcl an:

reeeipl
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fizj wsed m e conclusiom ar perfommance ol an apreesesl
shall b treated as having been sead by tie wnigzimatin
when irenress an intermation system oyteide the eentrol
af the ariginatar o if the ariginator and addveysce anc
in the <amz infarmarian ay3tem, whaen it iz capahle ot
heine retrieved by 1he sddressee;

(B shall be teeaded o5 having been received e (e addeessee
welien e comnplete dala messace enters an inlurmation
svarem designaled or wscd for 1that purposc h}' Tha
addresser and 15 capable of being cetrigved sod
proceescd by the addresses: and

ot shaadl bae Ueated as Roviog Dessrese ot Troum the wripisatan’™s
nanal piace af business ar residenc s and az having haen
recesved ot e addressee’™s vewal place ol Tusmess w
reaidelce.

1T, As bapwesn he orwinatu andd 1he addeessee ol a Sala
naEgds an exprosaon ol istene or ather smtement ahall act be
wiltwoul Tegal lores wnd elTecl merely on the grounas thai—

cerf itis i the fore ot 2 data sleszace; o

it is nocevidenced by an cleemronic sigramre, it by other
rreazns ftom whoch wich porsan®™s intent nr other
Jelestosil can be stermed.

18 A dald message s il olhe ongiautor i 11 wvas send by

ST OF TGO (R0l

fR) A porsan wha hacd aothority to act ot Behalf ol (he
vriganaler m respecl ol thal dats moessugs, ot

(o an infooaation systam croacacuned by, o1 oo behall ol
Tl oy iginatar o do=rame auteoadically unless i s peowed
thar the infrrmaten sesicin did oot propecks execut:
SLILIE ProccL rImimg.

L%, ¢1y A acknowisdement ol receipt ol a dala msbsage
shall aet 2 n2gessacy o give leeal ellect 1o hal me ssaue.
021 An achaewicdoment of receipt ay b2 piven hy—

Ca) iy commuiccatiun Tre the addresses, whelther sulemated
clarlerwise: o

i)y conduzt of che addecssce, sutticient ro ndicate fa the
cripinaler thai the dew messape hos poen recetvad,

RS AR |
LS ilerl e
ooy
shilzrner|

Allnlulnm
[ E]

| L] 1 Elf
v irmqor
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Acocplance 200 A pubilic budy o pursuant el
afealvoric
[INL U
isuninz ooF
do s
o Ao prs the i ofadeguimentso s coquices [l decumenls
he: araated eroestaime:d,
(it 15sUs3 any parmit, lieongs arapprovall nr
i) provviddes for o nanner ol aavment; may, tolwichslanding
amyLlaizg Lo Lhe contrary in s e
(13 aceent the friteg of the docamaznis, or the ereation
ur relentivo o such decarnents 12 e Torrm il
datn IBCE3 LS,
Cind tisue the peemnil. esoce orappoeyal izobe Reooul
1 claty mossane m
(z1i] make or receive siemen: in cleermonic form or
by clootronie Teansy.
.20 a0 S0 T5 2L {11 Where 2 public body pesferms any o the Fanctions
Lf;:ﬁ i'ﬂ;: relerred 1o i dectaon frecsiy, such body may speeitic inoa Jaily
el il - - - .
newapapal at goncral ccreulacicn in Samhbis—
Cap e e aod farmar in which data mrssages chall. he
Tileel, ercated. releined or =sued;
B am cuse s whers o duna snessage has wo be sined, the tvpe
ulelecironic stesatace cequirel:
rps 12 Anngy and tarsar inwhich alzetrenic 2ignarure shall
bz attachiml t, incorperated mour ethereise debocialsd
wilh, a data coessaps,
Wl the wdentiy ol war coileria et shad  be meae by, ao
authenrication sorvies rreaider ussd by the peraen fling
a cena wedsaps o1 Pl the authissiivalion service
arvider shall ke o prelsroed anlhentication sepvice
oo gy
fer i apnrapria e comtenl processes wnd procedoees B ocassuee
adecuate legrite, seewrey wnd coaldentialive ol Jula
TRCKYAEESS UT Ty MeTils: wnd
O wny olier secuicnients Lor data meszapes o payments.
(2% Tar the parposas ol parapiaph (6 of subscetian (0], the
Fuznbia Mostil] Secviers Corporatinn i3 an anthenticariom scevice
proveiader,
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(11 Tz Wlinistor mmay doseom e any ather susion.ieation service
proveider ws e prefemred aomenioat on service previder based on
snch anthenzization sovvice prosider < ohigenons in respect of ths
proesiiionn el unive sl acseus,

PA R 1Y
CRYPIRILAHY [0 ners

22.Mm A paraon shall net previds creptograph seryices
o producls in Zarnhiowithsut registration soder ths Trar,

L2 Accrypiopiaph sareie s e pradue skl be reated as heing
proveldad in Zambia oF it prosvidaa

riz From any promizcs in Sambia:

(90 Lo o operson who s present in Zambia whaers tha persan
miaken uss ol the service o1 prnlucl: or

fro s perse wlo uses e seeeiee o poindust foc the poipsses
ol a business corered on in Fmwuchin ur man premi=zs
£adbid.

(3% A person who confrivenes subzecton 17 curmnity an
affenes and 1 [ahl e, upen convenon, tnoy fine ot exaszding sovan
lundied thensand peaaily wmls or e unprisensient [ aperiod nol
axgeadiny seven vears. wr b botl,

(3] A peraon wile iends o picvile a oryplogeapl secvice
prudact sheliapphe e the Autherity for registeatinn in ths presenbed
minmer wed Gorm upon payzent o the prescrioed Sec.

(31 The Minister inay. ou the recommendation ol e Aathority,
hy gratutnry instrimaent, make regulations w peavide &0 -

ferd 1me pracedure far tag registrazan ot creprography
nririders;

(s b Boseos 00 b uesd [ copistration pucpuees usder Tis
Far and taz foos oy paid;

fezl the izformatinon and achar derajls o pe supplisd by
apalicant- fur reoistendion; aned

rel gy the: shlater necezaaly Lo aive ellecl o lhe provisiens
of this [t

Ravistticen
w0 proide
vivpbeeragl
VLIRS T

GITELLL
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Ko zeoten ol 23. (7] The Avchority sha’l cerablish and maincain a Keaistor
el ey e,
rr il . . : . . .
2] The Autharily sleol recerd the Tollveine pacticolars in
respe ) b a oy plography peovider 1 Gee Repiater relfemed tooomder
aubmeciion 1] _
i the name and addrzss ot the grvptegiaphy peavider;
chr G daseription ot the Tvpe ol crvplogropl service or
crvproeraph  product bowmg peasidad: and
i wach other particuiars as may he preserihed roodents
and hesile the eryatesmaphy provwider or the prsduees wr
semices adenualzly.
(33 [Fxeepl as otherwise provided by low, a cryptoperaphe
prroveider shadl not e reguirsd v diselese cozfadzntial intormalion
ut Lrade secrels inrespect ul tie crvplugraph produsls ol services,

floaputhaits 34, (1) Infalgtion centaingd o the Registes shail ant be
1 T . .
o digeloszd thany poraon ether than i emplowvess of the Auheriny

i by are respunsible Tue 2he hesping ol e Registel.
i Feser - ’
(2% A perean whd conbiavenes subsection (1) commils son
pttnce and i3 liahlz, wpon comviction. oa Sing no: seescding o
hundree fnnsand penally wnis oF L aprisenoesnt o a peried mel
excoed a1 A years, 4 Le hoth,
031 Hubsecton CLFdees ol apply o egspect of inforomstion
wlich is disclescd—
feas 1 any eelevant suhoricy tor purpaszs ot investigating &
ariminal offence or finr the porpness of any criminal
pruceeclings:
R L Clovernasien? aaeneiss respensible tor safens ane sceyrity
w Zambia, puesant Boan afticial requast:
iej tnoa cvher mspoooT; o7
it for the rerposes nCany civil prucsedings which relate 10
the proevision of creplogranh seevices or poslucts ansd 12
which 3 grepraaraphy providar is 8 pamy.
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150 Imthis Perl, “fsecreditation™ mgans racoenition ol oz
aulhenlicaiinm producl er serddee by the Aceradilation Autharity,
26. 018 Loerihe purposes alUns Pae, 1he Avthociry shall agtas
the Acereditation Auihorine

(2)  The Acrraditatinn Anchoray, sller crnsuliation with the
Wimtater, Ty appednt amploeses ol any Geveamsnl de pan et
ws Avcredilalon ol Tce s,

7. Suhjecl wosechion feede-tri 4 persen oy, witliool Qe
privre autlerily alany orher persen, sellar praovide authenteatian
procducta o somvices in Kambis,

4. (1) Pee Accroditetion Avilhuoeriie—

s shell monwee the soenckion, svsteims and op=2rations of an
autliedttication selvice rravider o onsule femoliangs
with seacon thiere and he olmer ehlipeizons of
aurligntication selvice providers stipuiated nadoe this
Az,

rhy may anepznd or revoke the accereditation of an
aulhenticotion product wr servive: il

red uay appaint an ideEodcar andiine s 12 cadoct
peliadic audits afan authantication service pravidar o
naurs aampiancs wilh sectinn shirne and the othor
andisativene vl aathenmicalivn service providers provided
Lo undes s Act.

(2 The Aversdialion Avthocidy shall maintain o pusiicy
accoasihile dutabunse in respect of—

e ewthenlicativn pooducls o services aceredited under
eI Menly-rrine;

B¢ anshenrization products and sarvices reengrised onder
EHITE (W H T e )

fe) revnked acoradilabinms or recognitionss and

refd such ether wformeon as miy be prescribe=d.

| Moo 20 al 20 24
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Acrvdiaier T The AccemInatian Aozt may esieldit ot livation

;"_:um:hm“ proaducts and sarcices n seppon s advanced Hecrernig siznatues,

produs

el

sl e (21 An applicaton For acerzdiarion <4l By mads 1o the
Avureditirivn Authociny in the preseribed manaer wnd form npon
parmeant 2t the peeseril-rd .

(31 A peesen who false ]y holds ool ame prodocts or services s
arerodied b the Acyrddmatian Autan iy under as AL, conwnils
an offence wnd 1= able cpein convizlion, 1n 8 Fine net cxcceding,
anc e slrec pansand pevally wnils or boimpesonment Gra pesiol
no exsecd i ene yere or i hath,

Coabonss s g, 417 The Acvorsdualivn Metharily shal. nut seecedit

arerainiar g e lization proeducts O sereices unfess e Acereditation
Auths iy wosalishied that an zlectronie sicutaee 10 whic 1he
authemiceatio prosoets ar seevices celals
fizi i umicqueiy lmbeed o che mser;
ihj s capanle e idennifos g che naor
e I crested whiing mesans ol can be melztgined under the
sale contenl ot gl vscr
refi Wil oo Liaked ooothe data or dary message to whizh it
rolatzs i zneh A mannerthar any sehazginent cange of
the deta v deca inesnaue G detectable: wil
e iz based enuhe lece-we-Zace Wentificaran of thur user,
(21 Turpurpudes clsubeectien 1L 1he Acceadiabion Aatbaciny
shill v regare 1o the tallowing Jacrars in resapect of an
aulhicnlioaliom seevics prvyider srier e acerediting auheatizaliozn
[ProvciUcl s T Sery ives: '
fas e autienticalion = rvive peeyider s fioane i and huna
reRCUTECs, e haing Fie nsget:
i the oumitiy of the hardverrs and sedlware seslems:
izl the procedurss for the proccesimg ol producls or servives,
et Lie avaabaily ol wilorwation 12 thiss parfics relying ar
ther aurhenticarian produst or serviez:
frd the regnlas oy pnd satent afandits by snoimdepesdent bodye,
S the factors refermed wo n sibacetion §4), where the producls
und services ore cendeeed by o2 coriidication sqrvice
prrovviduer: amd

arlany othar eeevant faclar as may he prescriacd.
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(33 Tor the purpises of parigrapis | and go) ol suabsectinn 23,
the hurdware and sollwars syslems and procedures shall
fead Do geasonablye s oo ndriswen am! uisuse!
(0 provide g seasenable level ol availaiuliny, celiabilivy and
il L I\\'.I'!.'IEII:”EIEi'f.ljfl,

it Ire reazrnably smred o perfrening therr i ended fmstemms:
end
fald udhere G gererally accepled sscurily procediecs.

47 Furtlie purposss of sulseciion CL weliere the posdeeis or
ectyizes ary provided by 8 qersifization sorvics pravidor, the
Accreditation Anrharicy may dererming, prior to aceraditing
autheelizulion areducts oF services—

Cord the seshuicae and wilies ceguiceoesnts 1o be met,

ot ehe cequirem@nts Gor wosuing cerlilTeates:

sea e regquirements lor ceclilication praclice slolemenls;

A the tespons. [ ities and Labil 'y ofthe ¢ ntification service
proveidker:

e the recerds o be keptanc <he marenasr in which, wne length
oftime far which thes must be hep, and

£ the suspension and revagstor, procodres.

(%Y The Accreduasion: Amharing may impnac a2y ¢ondilion 3 o
resloiclivns necessary 1ot ourpeses ulaccreditine an asdhenticalon
product ar sarvize,

JE il The Accredizatzon Authorive may suspend o1 revobis
an acaraditarian it iz satisticd that the autheplismimn serewe
provider ks contravered the provisiems of this et or failed or
wodscd oomeet any wihe coguirgments, conditions or zeslrictioms
subpect to whicl she accoed wilion vas aranfed or recogemilivn giyven

(27 Sohject tosudsectiom 3], the Accredratinn Authas.y shall
mes suspend or revehe e accrsditation o1 reenmitien ef an
authentication sarviv s pruvider nless il us—

A1 narifizd the authenticatwon servive prevides. inweitimg. ol
M malerlion Lo ili s

felowiven a descriphion of 1the alleged lvach of ans o 1he
ey irerrisn . cutndilions or neslrichions sibjoct mowhich
roc acereditarion was granted a1 1eoOanilion was given;

e

L TR W]
ELAPIZTINILTT 12
acered sl
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Rzl
aacerel el
frreizr

Proc ucrs
arsl worvices

Acyreliniize

e ulal s as

it afforded rre surhenticarion sereice provickar 72 appotonity
- -
(L respond by the 0 leeatinzgs inowriling: amd
(M1 remedy the alicaed breach wezkin 2 spoated
peciad.

{3 Eha Acoreditaton Anthae oy roay suspend Lz aceesllaien
G FEEagten af @ ane 2 nticatien S2vice provizes wit mmediare
erfeet tor a noriod noat excecaing winery davs, penching e
implernzitativn ol the procedurss required mider sobsesiion (2,08
e conbinued aceredilation s secognilion of e aothenlicetiim
servive mrovider i likely Lo rescil inirreparable harn e cimsimsers
o Al prresen invodved Lan elecuonie ausectioz in b

41 Ao aurdcarication scmvice prosudoc whase procucts
sarvicas have been asceidaed usdoe dhs Mt may relnninate e
acersditation st any time, seljoect re such eendit.ong as the Authority
=y deterrine al the ime ol acereditation et theneaer

A3 01y Thwe Minester may, on the recooune dation ol the
Aotlwrily, by statatery nutice, and subyect Lo such condiliong ws e
Minister may dcocrming, reenglise the acereditaTion or regagnitinn
imomued s any anthenticslion semvics provider or s aoihesiicaliim
TrcdiLel s o7 service s many Seeico orisdiclicn.

127 A autzenlivalicn servies provider wha lesly holds o
any prodocts nr scrvices as recognised by the Mimster ander
althacohion (1} commie. an e lTence wnd o Sahle. gpen cenviclion.
va Tine nob exceedizng ons fwndeed iousansd pesaloy wiits ot b
s o et o a petiad ner 2xee 2ding one ¥ear, or na horl

33, The Mimster may, by sratutary imsirumanl, make
leaularinng ool > far—

den the righs and ehlIgatiens of perions refeiing o the provison
vl acsraded produsss and somvices;

B1 Lhe maaner inowhich the Avcediration Authordy shall
adminiagzr and manitnr compliance witr secredicatien
vhlipations,

iv Uhe prowcedure Ton e grisn g, suspansion and revocation
vl winrsdilatiang,

(o0 the tes wa by paid foe aecredizatn:

fed infonmarkan security teaquiremants or guide ines; aml

g any anhes matter aegessary for the implemeneninon ef 1his
Fart.
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Hakl vl

J (11 Vs Fart applize enly to cleetromie transaclions,
{21 Hcolien sy -y Aoy net apaly e an cosclrenic
trasactinm—

v Ter Drancial segvives, iz ludiog ot ned Beaited o, v atment
EC IV IGET, IANTAN S N0 Fo-TIE I nce apserions, hanking
soryices atd aneratinne telating o dealings i seerites;

fR1 by way of an auclion:

e o the supple ol [oodsindfs, everaves or alher geods
ebsnnced Tur eversdey conmuenplion supplied Leze e,
1esldonde o workpoace o 1he Sansumer,

i for services which began woh the consumer’s canzent
b fure the o el the seven-oae peniod referred o in
subssclism T2 ol mecim Chdeli-six,

red where the pocs for the supals of gocds or soIvices i
depeident on Muetatiens 17 i lnaneial markass ane
wliizh canmot be comtrolled by the saprlier;

1 whers the peads

(13 are made o the consemor's specifizanions;

(1) are alzarty perannaliszd:

roil 2w ceasam ol Uaeir netoers canmol be relumad; or
(v Fare likely o deterivrale or expiee camadly:

(o wehere audio ur videw secordings or compuler sollvwars
weors unacalad by the conanmer;

e [or Lae sale ol newspapers. periodical. magaeazes ane
bk,

() Tur e provison ol azisg and lollece services; ot

(1 fae the aravision of acoeammadarian, rraspalt, Catsne o
lxizunz services and whers the aupolizr e demakss, whes
tha tran<activn 1 concluded. L previde shese serviees
ar A specdie date oo witliin o specilic pecicd.

(31 This Pamdacs potapply ooa regularary auhel iy 2stablislied
nmder amy acher law if that kaw proseribes consunmer profeclion
R i 5IUTS 15 Tespecl ol vlectromic transachions,
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.r"-f-l'“_;'““-’"i""' Aa, 0Ly Acsupplice offege voels g sevciues o sae, e or
v he .
rroided skchangs by way of an glegname tiansastan shall maks the
b fallowing infarmaticn asailabl ;e zansomars anthe wehgre e o

aappliae v N
Iy the gords nr zzvices ae offred;

rud 1ls Tull owine and leeul stacs;

dal il physical address and telephene zumber;

ity Ies wehsile address and comuc | address;

el menhesship clany sell-reoulateny or o neditation boeies
maowlicl phar sapplize balongs or sulsenibes ozl Lhe
vt detalls ol 1hal Tndy;

reedary sogle of eenduct toow logh fhac supplhicn subeg s s qmd
it thar erde of cormduer may be sccossed electroamieally
o the congam e

i#) inche cagc nf A legal porsan. s registoatian anmher. the
nams ol g alTaee bewrers and il place of remsoralicn:

il the phesices address winere that sepplior will recedve legal
servicd al dogurnco s

if 4 daseaprion of the main characierisiics of the mods or
sorvices olferad by that supplier b enayle o cozsurner
Evmake wn mlemied decision on the propesed cleclromc
TEREATR

i) the fuit prize efthe gponds er semaces, mehidingg iranspert
qagts, taxss and Ay plhor fom o eosy;

(1) the manner nf paymenl o1 che gonds or servicss:

fe) azy Lerore el aareciesd, elud g iy aualanies s, thae
will apply 12 :he rransaction and hoaw those f2rms may
b qecczsed, storzd and reprodoced electrmmicaly by
AT LISLLEC s

At Lime wilhin which e goods will be diepatched ar
delivered vr v ithin waicl the serviees wil be rendered;

(e the manoer and periad withon which comemamesrs can
pceess and noastain o Juli recor] i e cansaciien:

‘) the retum, exchangge and reluzd policy ol that supplize

dwouny elernative dispuls sesolutivn eods 190 which that
supplicr subsgrilkzs and how rhe wanrding of that coeade
mar be accessed cleatimmicaly by Lhe comsurner:

i the sponrity procedures and privacy pelice ol Lzl suppliso
in respent ol pavziend, payroe o nformacen and nersanal
indoemation:
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M
il

g ) el ANPOpridie, s iz duzsticn oi the aaneetznt
in e case el apeeeents Too 1he supply of prodocts or.
sClv.ens 10 he porfarmed onoan angaing oasis oor
reezrenl by wand

i#) the Tighbs o cansmaers infsrrms ulsscion i g-siz whers
applicanis.

(2% A supplize stall proside & consuer with an opparounicy
te—

fas reviow the enbite electirenic ransactivn;

() corcec] ary misakes, aind

red weithdrw Tooim the transas o, bedire lnaliy plecizpe any
urdes,

€3] Masupplizrtacs oaomple with the previiions of subsecnen
(1) 0r (2}, the comseer may cancel the iran<actina withim feameen
tlwes nf Teceiving Lre goody or seevices uncer the rensac o,
141 [Ne rensaclen s cencslled under subsection 427

ford the conswinr sbail rewen the gowdds of tha supplize or.
wheso appleabls, ooass vsiag the sceviees porformed:
and

b e suppiasc shall sedund adl pavints made by e
cortsunee 1miaus the ditect cozst ol celurning Ce sosgls,

(51 Asupplic: shallvrilize a payvsiont 3yaees: that is sutt:ciently
socare imacterdanee with accepled welino baceal slondarcy g1 the
fien2 ot she Jansaction and the 1voe o rensactivn conceroed.

(61 Acsuppelec s bable Terany darege suflered be 4 cesnuner
dize tnoa Faihare by che sappler 0 comply wach subseatien (5

A 1L Acconswimer may caneel wilhoul giving anye rekon
and withwul incurring ey penalby g transaclion aedarelated ceedin
agreeet lorthe supply

f 0t poesds, within seven days afrer rhe dae of The reecipt
oof the pords; er

(e nf services, within sever duvs aler the dare of the
canclosicn ef The agicement.

(2% haerea annsumer 2angas @ franzaction undor subsasian
{17, the onle churge that muy be lavizd an the consoner is the
el cest ol retussiing e poods,

Cuidzg-nil’

perd
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(1] T |

(3] 1 paymant Tar the ooy ar Getvices haa been gffegted
Priss Lo eocensamer ewercising the righ refermed 1o i sungeehon
Pzt suppehien slixdl give the consmmnezr o ol relozd e the pay ment,
wehicle celungl stiedl Leoede within ety cdays ol e dowe of
cancellatian,

(21 This section shall nat he constenzd as prejediemg e righes
ul o cuneomes provided Ter i ey oler lew.

370 (11 A supplier shall eneette an arcey wirsn mery daps
Sweec he date wn sl he sunplier recsived Che order, unless the
partizs have agrocd etherwiss,

(20 Where a supplier s Coed woexecule an srder witlin

this agresmaent nIoa Aving sover Cavd’ WIIEn norisg.

3] Worors g applior & tnalls oo pertocm wadet the aeescme
am the grovinds rrat the gnode or szrvizez ard crod accusavailahle,
thee soprplior shall Domediabely oy the comauzmier o this Tact and
refund any payrments Sotlesith,

JB. The pridection provaded o cunsuimess i this Pazuapplies
irrgascerive ot the legal syarcm appiicahlz oo the agreemenr in
gzl e,

300 Anv provision iman agmeemesl which cxcoudes any tighis
provvidesd Tor o dus Turt toellwnsd wedd,

1. Aconsnmer mav lodeg a complaor with the Aurhoery in
reapect ed any ann-cornphance with the procision- ollig Peo by a
s,

TARYT WII
PROTCCTWON OF PLRS AL Doisas i

41, 11 This Tacy only applics oo persaal intisematia:s that
has heen optained throue eleoimenic transaelions.

(2) A cara comuroller shdl subsceibe o the prizwiples collined
N Aectin® farip=awe by recorcing suck Zaclin any ngresnent with
o Jula sebject,

i3 Acdarazontroedlershe .o subsenibe oo the primczples sutlined
in seotion Fort-vzgit gl mel moerehy e parks herse]

0% L he rughts aod oolgulions o e 2actizs Inrespect ol L
wrzach ul' e principles cutlingd o seetion fed-efghz shall he
apyeznil by the t2rms of any agreement setween them.
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42, (13 A dam conrmaller shall have e oxpros. written
ermiasicon oo dara schjece L the eellectiar, ecliatian, proceasizg
prdizglaare ndam personal inferretenan that dasn snhjeezunlzsy
the data comlraller is permitted oo regquirsd b doooo by law,

2 A daraconteeles shall oo electeenizally raqueat, sallect,
cvollale, process oc slure persanal inlorztation en g <data sulject
whinlig Aat neccasary foar ez saswtul pumose for o hich the peracnal
1z lumistion s reyguiredd.

13% Aodatacomizedlzn szl e lose, oeenmiog, v 1le data s Gbject
the st dic poeepass T whizh any parsansl informatuen o bl
regquekted, oo leelod. collated. processad or siered.

(47 Adala comireller shell el use ary pessons? i Gmmalon for
any ullier purpivee Qan the diselosed porpaee. witham the cxpross
el it perenssaon oF the dara subye s touctiess 1he data conteullze is
porvicled oF requatee b o s e law

(31 A data canttollyr shal', far a5 leng as ane perscnal
information 12 wsed and o7 period arat lzest one vawr cnereafuer,
keepa reearg of The nersonal intormariac and the spe o fie ponposs
lor which the persomul inlimmation was collecizd.

(AY & dets cimtrodler shall nob disziese sny personal infanmation
Teld bee tle data centrolel o3 bnd party unless reguired o
nmerrsitted by law or spezificaliy authovised toodno3oin writizg by
the date suhjecl.

(71 A data controller shall, Tor as long as the persenal
infarearion i osod and Faooa peried aUan least ons veac thierealier,
hep a record af wny thicd party teewehoom e persangl inrasmatian
et disclosed and of the dats en whichs snd <he porposz far wi e,
s s bosed

(] Fxcept gs otherwize provided under this Act o any other
lawe, wclan comtrnller shall delere or destrogy ab . persanal i farmatian
uncier Lhe seclivn.

(41 A data conncdler may use any persenal islermativn e
eampilz pratiles far satsteal puiposes ané ay Teeely ade witl
auch prefilzs and aracistical dam. & lang a5 The prodzles o slalisTical
ettt cannuot be linked o aay specific data schjeet by o thoed paty.
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b W
TPk o CRITIC s Thars [ases

S ol 43, ke provisions of s Pat apply teoa ericical database
crivic adninistratnt and cvitical datahaszs ar parts rtherenf.
i-aliLinise

preleclion
sestileatnn, 44, The Minister e by stululcry insoremenl—
lemjliv.e ]
Lake and
rrlict]
CAL 22505
fois deelare cerivin lesres ol Inloration whicl ix ool
i portaice 1o the poorection nl the sariong | secun iy ol
the Repuilic, e the ecomemie azd social wel-Leing ol
g emiFnGa, rohe gntical dara tor she porpas:s ot thig
Farr: zni:d
fbeestahlish progsdures m be Ballowed inthe identificarion of
wrineal Aatalases o1 e pomoses e this Par
Bogetratnnz ol 430 414 Tl Minister oay, by statcteny mstnumezl, delemins-. -
crlnze]

fepd the cequirgmems for she 1epistration at elitcal damabhaces
corzbazes

with the Aty cr such cthr ady a5 the Ministgr
nay ~pecily:

s e priwedure 3o be fillowed Lor the regmtiation of critical
Uatibrases, ol

seaoaoy ather mearkar rglating ta the regisrrarian of eritical
dutahasecs,

(2] Uhe fo lvwing infommzaciazs smell e recorded e e reriser
mainlained Jor purpazses ol s Mart:

iggd the Full pame, addrass atd cantact corails of rae critical
datghage adriatrator

fhl ek arzation e crilwen ! datuhase, ine luding the Tecations
el zeinpenen? paits ligreot, where aceitival databasr s
ot stored acs singls lacatinn and

fei o gencral dezeripticn af the categnites o1 owpes af
imfosrmmatinn ~tored 17 G critical datubase, excluding
The conlents of such vorical database,

(33 The mlermalien elerred W b subsestion 427 shall 2ot b
recond=d o ocriten: daadase i that infarmatinn ig Lkely to
prefedice—

fay the security e e eritical datzbase: w
of ke plivsical salety of a persan inovonteol ol the sricaz

shatalaas 2.
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$i, 1l Uhe Xinister may presse.ac snicsizm standards mo Meagemsrs
. . e rrilic.sl

1espet ¢ s

roen ther wengeal rmanapement ol criteal latabases,

ify acccss ta, fransfer and conraol ot eritical dazahascs;

pes te nfragtrnctoral or progadoeal recuiemestis for securing;
the mtegrite end antheneiciey of crricel da;

feds e precedures vl tecanulogicn. metzods w be sed
thr atorags o achiving of ceitical darabasas:

fedohe disaster reecvat ¥ plans unThe even o loss afeeiisal
datebuses or parts thersef; and

(0 awire ather rrallen aecessary Gor lie adeguale proteclion.
nanazeszenl and cenlral ol critical dalabases.,

i) The weankaiems vz ez subazerion (1 vshall. in tespeer
ub eritical databases administened by peblie bedizs, be made m
cenzalisie with the Pubilic Serv e Cenumissiion,

47, 00 lermalien cvmainsd o oreeister provided Tor in Kesisiaions
seelion fere-pivs szall nothe diselossd re any persnneother than io :?-i:.-'rl'wurt'
= . o ' - L -
edficezs oo Goverrnment departzent. or ulher Tody speci el be
e Minister. whe ure respunsible or the keepize ol the soyrister, HTeRaion

C2Y Subeasion (T doss wl apply inzespect olinlannalion which
1 die lvsed— .

ferd e am anthoeity which 1 investigating a enminal otfanes,
ur [oer Loe puzpeeses of anv erimimal orececdimgs;

COL T RN SN L AR s s ponsille Lorsalely and secirily
i rhe Reouble, aursuant oo an atficial seguast:

fogtoon cvher inspeenoe troo porposez of seerian foety - oneki
L

fef) for the puaoeses olany civll procssdines which relae
el colical data g perts Uerse

A%, 013 Pha Antharity may causg zudits 10 b2 petoenied ¢ia Andter
vriticul datubase administralor o evaluale comphianee with the wndel
pravisions ol his M. watabase

C21 0 The andis reterzed vt eubeectoen Oy ey be perlormed
b svher ispeclims or an independent snditar.

40, 1% The Amhority shall, whoere an andit reweals that 3 war-
vritizal dalubase administrator has contravered any provision at’ ':*":":‘::3“[':':
' . . . .. -0 .. il s
rois 1farr natity the ceitical datalase ad:cinistraber inowriling,

L H T}
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‘) the findmg of the aadirrepacs

fhi the acrion reqused tooremedy e non-carmpl-ance and

i the periag aithinwhigh b gritgal databaz > sdministearor

shall rakz the remadia” acten,

(2} A ontical dovabuse adimisirator that fail- 1o cake any
remedial acian within e period stypulated woder sulmeciiun (1)
cumizoete an odlznee el s lable, upon comeoctiog, e a e ot
anceadng v hundied L aand pemaly uiits er by mpcisaiment
30T @ lerm nob cxcocd ng ons year, ar o lwath.

BART 1A
[xowa B Mask o s imon
. (1) The Authaesy shall—
rizj Adrecreter and ~anage the ormodemain name space;
i) cemnply with mtematienal kest practiee i the adminisiration
of the J2m damain ngms 3pace:
red licanse and cogulate Jepistecs and the cegisenns toc the
Eoaintriss; wndd
‘el publish prdaelings en -
i) the gemeral sdminislzadon and management ol e
00 UODLLL TSP,
S0 the recuirsients and progedures fae domasn nane
rcaistratian; and
vl The plamicnancs 20 and public gocess Wooa
ICpasitarn.
(2] Uhe Autherate shail enhanee pubcic wwareness on the
ceonnmic and commorsial henefils nfdomun none comistrulion.
¢330 ToasAutoeris. ssceslation to doemain vanig seaulation
fer) oy conduct suck _nvestisations as it may aensider
[ RRTR
&y 2hall condnet roacarch neh, and keep abresast of,
developrments in fumbi and 2lyewhaee oo the denmin
Name =y=les,

cor shall centinmually surver angd evaluare tic zxtant e whizh
e . Fmodnmdin name space meels the nesds ol the
e of Fumhia: and

e Ay izsie infarmatzen aathe regi-tration ol dommiic nannes

i Kbt
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{41 The Avizerily may, amd shell when s regusatzd oy 1he
Mimaster. rreake recorrumendobivns o e Mot coec bt ta palicy
Qg ANy margr relating ta the 2m domain neme spree.

(31 LheAathasite shall consinually evaaae the cffzcveonass
at'thiz Acrasd the management ot me 7o damain name spacs.

(6] Che Aoty moy—

fizj limize, comsull and ce-operele wils any persen or olier
autherity: and

ify aponint copoite and sther consultants an<uzh conditiong
as the Authomily ray desernin.

(7Y FroAuthomity meay detegrele any of 15 fincions nader Unis
Flurt Lo suwch pessun s cistiiction as thee Aatioris sy Jdetemmine.,

(8 The Autherity shal's inordlation oo the czm damain name
IpACC CXIETing poioy to the commanpesmant of this Asc upanld the
wasmod rights and inferests of partics myvived in he manspemen:
crd wdrerinisiration vt ccoo denain rene space ol the Jete olils
samabudshime e

Fraveidied 1l
ia the pariies shallbe granted & perind of £1% moenths durnng
wliicin they sy cuntinue o operake in cespeclal tieir
asisting delesated sub-dopzains: amd
cod Ao the expiy of the sisowwamh periodd, the pansies shiall
upply b be Moemsed rsgislrars an remisecs 1 provicded
Forr i itz Parl

Sl 417 A persou shell not update £ repository o1 adminiser a
czgnnd tievel dremain mess rhe prrson s licersod rooda go o 1he
Authority.

027 Anappiicalion kv be heensed ws o regiserar or regiseey shell
Lo ettade inthe przscnibed aarmsr upan pavinewl ol e peescribaal
M.

031 A person who conlavenes awbsesrion (L] gommics an
eilence mind is nahle upon conyvizlon. Lo a One nol exceeding fve
hudred thonzand penalfy it ar re impriaon me or fon a e iod nad
rxrcvding [y vears, o7 1o hork

A2 "The Minister maye in cansnltagian with the Awhoriny. b
slatulory tnstrarnenl. rmake repwtations Lo provide for—

fo Ther requiscone itz whitch eisleies and registrars shall meet
inarder to b liconsed, incloding stnfunds reluling 1
operitional accuracy, stability, rehostnzes and 2/,

[Licesing o’
recizrars
and
rgisiric

Hegnlaiore -
[CHHT HT A

rEisrrisy 2,
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Jsputs
sl lubir
Al M 1 d

ol 31

Meliniziza

qu._'-.l.lg,."l:_‘..-.'l:'l
ul
Tu_-'pr.-_':a-r_r.:li'.-:'.
body Bz
LT
Fravider

g e einimarasces angd maznst u w i hoes giseaniang may
[z asaipnad, registereg, renswed, cefused. or roveksd by
[RG TG strLgs,

fe2} the prcing pondey;

fefd Lz provigione Tor e restoraiion ol o derean nuone
reaistraticn and penaliies [er bate payrments:

(e the Tenre el s domin name cegistetion agresmenl wlich
rogistriza and regiarrars shaladapt and w3c in rrgismring
demat warmcs, including s3ues in rospoet at provacsy,
e mer prateetinn and alternative dispocg regoluticn;

it the provestes wid procedores oo avold onlair and anb-
cotnpelitive practices. including bias o, ur preferentia
treatment ol @il o7 prospeclive Teagslrmts, regislries or
Teatslrars., protovels o predocts,

Gors the cequiccmonts o eitsuce thar cacl domain name
corlaing an adnntislrative and 22zhnical contaer;

St e el A oew subs chonains;
iy the procedires for cnsur g the monfuoeien of corplanoe
with 1he provisions ol this Ao, nchuding reguiar sndimain
Tt space lecanice ] andile;
sicuny ether matter celatiog e the £ SCMaim NaMe 3pace
A3 may e ascemsgre toachicve the shjzcivey nf thiy Pazs,
23, Any dispute uadgr this Parr soa’l he dstermined in
aecrrdanoe with che Arbitration Aol
TART X
L tanimak o Toaany vr Srpenss PRI
34, Inthiz Per. “service provid2d™ means any persen aeaviding,
LUCAIMATION SYSTET At ivoy. _
S5, (1% | he Minister may, on application by o represesiolive
[y for service providers, by notice inihe Crozelie . jevogiise such
bl Zu pu poges At seetion fife-si
(24 Uhe Minister shall rrccenise a reproscmalize bedy redered
ro i subsection (1] if—
fog s members are subject wea cude ol comduet:
fid it membership s suhject b adeguale ceitesia:
iz} the cods of condust reguive: conlinued adhzeence
adegpecle standards ot conduct: and
i) T repressntasive bndy is capeble ol moziaring and
enazeing it cnde of condoe Ladeguatesy.
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E6. The Luwiations on labiliey oseablishad e this Bamapply oo
4 service plovidae if

pag the sanvice provider i3 a moember of the represeniave
hoelye refemmed o i sechion S8 =fves and

iy the vervize provider has sdopted end implemented the
suile ol venduct ol thar roprrentative Bady

87, (1% Asecvice provider = net lialle for prasiding acoss o,
o far aperating taciliics for, information systems or ransmitting,
eeanling or skorazs ol dats mes-ames throueh asboc lommatioo syskem
uzder the service providel s conteal, &5 loop as the service
pravigler

ferd o ant iaitiare the raassmisasinn:

FA) does el seleel the adedresses;

g perfnmms thas luneons m an sulemalie, ehnica, mannzr
wilhial selection ol the duta: aml

fad dees nor madity the Jaca contasied i the Transmiseaon.

(21 Ul acts of rraasmizaion, conting azd provision ol aeesss
reterred toin subsecsion (17 include che autamaria, intomediate
and lransient storase ol e mlennutsm ransmitted inoso lar as this
1akes place

red Teg the sols purpass of careviog, oul the Transooission 1z
zhe informatien gy=mem:

B i nnanner hat nthes 3 ordimanly maccsssihle inaneonz
uthier an anlicipoted reipienls; and

rer lor a pesiod oo lunger than iz reasonably oecessory Toc
the tranamissinn.

(3] setwithstanding this secrion. a conrr may ordar 4 service
Mroveidar Lo termninaie or prevenn amy s laetul acrivitics nnd ey chia
AL or vy wllier Law,

S8, [V A scovieo provider tian cransawes data providad by a
rezipiont of the sarvize tarnugh an ntormation geseem e the
seevive poevider’s control shall st be linble Tur the aumaltic,
intermnecate and rernparary sharage of that data, whaes the pueposs
ol stering such dary ot make the amoaacd fransmissean ot the data
muore el licienl o elisr recipiens of e service seom thair ragquest,
A% Tong as the scevice plavider

iomdihans
tor
elpiimnhiy il
evice

| O s Ey

2o diahiliay
fur i
ol

Ciwchimig
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Flezringg

fa, ot ol neediny the dans;

A camnplics wil - condrians on 220053 te the data;

fed cumplies with maicelines regarding the npdating of the
data, spocilicd ina manner widely rezagnized ana nsed
[ the stz ye

iid) doesa nor pterterz with the il vee af e haalogy, wids |y
reengnized and wsed Dy the indzsiey, to ki infaomation
o the wse of the data; anc

fes remewes of dimghles aceess othe dwa stored upon
teceiving i Taks-duewn inotice relerned Le inseclon so)-
¢INE.

(20 Molwithsandizg thie secton. o cow Ly ooder 4 seevics
Qravidct i erminan: af preyantany unlawiul activitics undes this
Act ar any cther Law,

A 1] Asrvics providerthar 2eavides a $01viee cansizing
ol Thue =lerape o data provided by oaorecipient oo she senciee, shall
b be Ziable for damanes arising from cota storsd al e cecusst ol
the cecindent el 1he servive, as bene s the seevivs previdles

fos does ant kave actual knew'edgs that the date message,
aran acl ity reacing e dela messapee, = inlriging
the rightsala third parte:

A i ool aveare ol {acls or ciivuzzstances o wlich e
intTinging agtiviny re che infringag nature af the duta
MCE3AEE s AnpaEnt, and

izl upnn reecipe of 4 tehe-dows notificazion referred oo
seetivg sovdp-one. oty expditously 19 ceove 91 19
dlisabic aeorss oo data,

{23 The linzxations ao liakilite establiched b this sagtion donar
aply taa serviee prosader unless the service aroeider pes desipzalesd
an aperl b receive notilications of tafringecstesto and has prosided
throupk the sorvics providen™s seevicss, incluaizg 72 websites in
locutivore ucessilile 12106 pubiic, The name, address. phone number
and z-mail address of (he amenl

(31 Suoharction O sholl nol epply where the resipient ot the
service 1 actimg wnder e athioziy or G cadtieol o thy servics
prutiier.

141 Aretwithatading (his scounm, £ ool may erder o service
pravider te termingte or praventsny unlaw ful solivitizs undsr s
Actor any nther L
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Gl 31y A sorvies oravider shal. mol be Batle Tor any domagme
moorred by apersen il servics orevider relers or Tinks uszrs b
g wesb pape contionizg anoclrineing date messaie a0 wlinaing
AT LY, b wsizi i lormation Lecatoos wools, ieluding acliueciory.
index, relwience. avinter af hyperhicy, and whire the scrvics
provider—

Al dines not hwee aetoal kinweledge that <he data measame cr
sg oclivily relatima e the dula ressaoe toinlringing the
riahts efTar porse

SR is not awaic of faote ar circumstanses trom whizh the
inttinging activoy or the infringing nararg of rec Jdata
MWHAAZS 14 Aparet

red dues el egeedve o Nzencial bene 17 direc Uy attrilulable v
1he il activioy aonsd

el s, o disalles access 10, e e lzienee o Ik oo
the clala massame or wetivily wilhon a reesotable ime
alier being nlocrned tiat e data messepe or thie aclivily
selonina v that data iessave. wdrinees e righits cia
QCTaT.

6l (17 A recipicnl ol ssrvice omay, thrinezh a tabe-down
ns sl ion. nobily e ssrvice provider of—

feas ity dluiear activily inleinging e ciphte o the recipienlar
at'a third pamy;

i any -yl matceal o activiog, ar

el ey ethor suarter conductzd or provided centrary te che
provigions ol tis A,

(20 Fonthe ponposes ol thiis Pt 2 take-dimen nobincelion oo
service pravider shall e in woiing, addiessed by e cunuplaima
tov che Actwice priswider or il desgnatec agent, and shall e tad o0—

fad Lk full names and sddress of e scomplainani;

iA) the wrillen o1 lecirsic sionalute ol e complaimane

fedidentificaticon ot the right that has gileasdly ke i3 g,

fald enification of the material ar agtivite that is clainaed to
b Lre swhjoct of i law ful aetivity;

izl the ternsdiad action reguired o be when by the service
[rravider i reapr et atthe conplaiod,

it the sz lephoric and @l eniv voatac L details, iCany, ol the
complamanr,

li~e il
iafonmazaea
lurcitl.zzn
tals o
LWL [N
provider

vako-dow:

RN T |}
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faba statemene Thas the cemplainant i3 acting in 2008 faith:
Al
SRR At e the 2zt aidodTas the wtormaticen i the
take-draan norfication iz m the compplaitam’™s kol zglae
Lrws and ciirrecl,
(31 Amy person who lodimes s Belse be-doeer ncificalzenaith
arervice prorvider cooemibs an e Tenee and = liehle, open oemiction,
e a fine not esceeding Tweu ladred Hwowsand peoally unlls ur e
unprisonment tor a pericd nat cxccoding twa wears, or to bath.
* v premier | 6. (21 Subdect wo Whie olie: provisions o 2his Park 4 service

oblizatn pena Y T,
Y shall nat ha : garia
e provider shall nat he nedgrany abbigarion To—

i [ LR o
Al
e leeelic]
aclriries , \ . . . . .
fizj uaniter rhe dwie which the service provider ransmity or
slitre=;, ur
i acoively seek Taols vroineumetences indicating an unlaw (ol
ULLivily,
(2} Mizizter mar, an the adviee nd the Auchore by stainzory
asimment. proseribe pracedures i soreics prsicess o—
pi2i wafarm the competen public auberiies ol allesed 1llzgal
acliviiies undectakien, o wdoosation provided. Ty
1ecipients at their servigs: and
(i cotunanicale 12 1e compereat autheoritics., at ihzor regusst,
intormatien cnahlnys the ideneificaoon of recipiene of
their servive.
v e a3, This Parl cees notl allect

res e obligation uly seevice orevider acting as such nnder a
lreevsing nr othor regulainTy syslem ealablizhed by or
ureler, amy L

g any obliration imposed D loaw an by a cownt 10 semove,
[logk or deny agesaa moan data mesksags; o

e | ol any ghr oo limitation af laniie basoed en Cie Comstitation.
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Bl I Encepl ws elligreeise providad cnder s Acl a serson: !I’If_"!-‘ih" ol
CEC R | . - itz i
ol

fend LLecee e, artemps 10 ioesee play paacore adetlhar pocesan rmyricem
o imsereest er AT T ItETecp. ANV o IT Car ol
s
() use, atlerpl Brwse or procire giather person i use ar
atternpl W s any electeosi, mechonizal ur othe s device
[ i lere el ANy e C AT,
£21 A persan who crntrivencs sylscction (0] comings an
ellenee and 15 lable, Zpsc cemviction, bomarisonmesd Tura nerivd
nt reenty-five years.

a5 (11 kheresha [z esrahlishad & Coptrs to be known asche Ceanal

. ' . . . ' . hlamorine:
Cemral Monitering and Corrdinasior Centre, rm_.:in i
127 The Muonitoring Centre shall e the sole facliny through k:‘;f‘:ﬂ'f'““‘"'-
whict authac s interceprons inteoms ol s A lstie e ellected
and all the mtereepted crmpeu nication and call-relaes ndozmalien
of any particular imtercepiion wireet forward 2.
131 The Munitosing Ceoteg sbudl ] e eegeripel contoelled ansd
aperarcd By ths drpaioment esponsille Do Goverminent
comnvonizitiane,
B 0L Sohgest te soksesten (20 0 law celiaecment orlice) Tuwgr we

o . Z [NLLEAT=
may, wharg e law enforcement atficel has reasoneble prenmls 0 amsin

Lv beldewe that an olfence has beez committed, 5 bkzy o b -0
worzmilied ar i heine comziiind and forthe porpose nf r:-h.Tmnlng jf-""m;""l}'
cvideace of e comossicn wlan aleace under this Aci apply, ex ioercepied
pames, weoa judgge of the ligh Caure, tar an inteiegptian ot 7S
worrnunicatison - order.

127 A law enlorcement eflicer shall, hafore making an
applleation uides subsection O 1, oldanthe poive weriign consent el
shue Allornee-Cieneral.

1

141 A qudes toowhom an applicaton is mad s Coder subsection
C1F oy adke an vrder

GTErEquivisg A servics pioeider e imterceal and relain g

specificd cammunicativa vr womziunicalivng ol o

specilisd deseripiion reasrved o transw ited, o abwcl

i e pecedved o1 lounsmlted by thal serviee provider;
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Chranthonizzg the s ealoezsmoznr lTee Uy cnber any
prercise < aitd beinstall ensnzh proinises, any devie: far
the imtescaplion and reteption af 2 apecilicd
sotnenunizalion of commuonicaticens ol a speeihed
Uescoaption aund W reomsy end retam such ceviee:

fel Teyuiring amy person 1 fumishohe s onfomecm o offizer
wirth sueh intarmana:, Tecilides ad asistance as e
jvdee cousiders nevessary for the purpose of the
sl latmen ol Ui imlerceplinge devies; e

il impresing rhe sarms and sanditians for the protection al’
the micrents ol the persons spocilivd inthe osder orany
third parTics o e Tagitate @y tevestigation,

e i i satiaticdl gl o weriinee: wonsent ol e Addaroey -
Cienetal has been oblained o required Ine subseclioon (2] and 1l
there are reavomrehle gronnds to belizeg that matcria afarmazian
relating 10—

iz the cornrmission elan afence vider this Act eroane other

Lvwes, oo
CiiY rhe wacecahowrs ot 10 porson suspesed by the [as
et mant ottieer to s someztistod e ollense;
15 corlamed oo commizaion ar cernmeacsetions el Wt
descriprion.
o Aanyinfarmathon zarrained ina comminiearion—

sad e rceptesd azd el poes ot e g alee wndler
subseciien (30 er
A0 arercepred and retared ina tarcigns Stz inorcenrdanoe
witly the lawe of that tarcign  Seate anc eomitiod b a
podpe ol that Zoreien State we lave bezn £ urereeptad
and solained:
228 he adimizaille m proceedtngs far anotience raderthic Acl, as
eeide e ol e r L th o it sontrnta aotwithstaading oo tact thar it
cnmAing heasay,

(3F An inserzeplion ot communiceriong arder referesd fo0in
th_g secrinr shal! leovalul for o perind ef thres moziis and ooy,
upon applization By a law enforecment otfice:, be rencesd for
sl period ag the judee inay detess:ing.

(0 A2 e bioen sleall oo B smcsny el gt o verice proseider,
any silMcer empievee or azenl ol e service peovides v othee
specific peraen. Tor previdizg informalien, cilildes 01 s il e
 aeeardana s wiih the i ol o cevarder snder Lhis Acvor any
uthier law,
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o7, {17 A law colorcement elMcer sav. where the law
erlorcement olluces has ceasunable seounds 12 belizve that

ford @ person wha is 4 Py 30 aay SammunizErine—

i1 haz caused, of may causc, the inficten of bodil
=aem i anolher person;

Cilreatens, o has threatsned. wocause the iclustion
ol bodlily hanm 1o another persen:

Cid) thresatess, or las thegolened, o kill viesell5er
anorhar persnn, nr ta poeform an ae which
weorthlurmey cialanpey chas pazty s ewen Ll er
tThal ! anuther person. would ermaey siwse the
et ioo wCouglily zuorn ozl parly o anotber
QiCEsam; ar

givl has caused or mey couke damags w prapermy;

fELAE 12 nor reasomable or prectical oo make an appazation

unde s Sectian sarde-so0 o0 an e pliva ol

eommir ications ardar heaanze the delpy o intrsgpt a
s Mo coTnimamical o dr Sammnmas s ions weaonld tesu it
ice Ll i o] inlliciaesy wl Laxlily hasing the deatly ulanelher
POFEON Ar GEMHET T nrnpe ity and
firg the =ele purpose of the megrgzpton is te provenn hididy
zoem Lo, e s of 2l o any person or demyge to
arapETy,
intzrg st Ay camtnunication and arally request a seevics provider
o routz doplicarz signals of indircat casmunications speciti=d in
Lhat reqeest e Lhe Monitoring Cantre.

12) Acservice poevider shall, upoz ceceipl ol s regquaest mads
nader subscotion 1% by a law enlwceemenl ollicer. toule the
cuplicare signalz rethe indircet gammuomicaticns 7o the Monitaring
Crzlre.

31 A Jaw enfercement oflieer who inahes o reguest Lo a
sorvics providar undsr subscction 11 shalll wonedieely alfer
maaung that request, Famish the service srovider with a weitten
corlrmativz of the reguest sellng cal the nfnmastion given by
that law < ntoezcmeant GITicer W il seevice provider mcoonesion
with the requass,

IRiercezn
al
Sl el
0 prevent
Ferl-ly -iizim.
(2 N -
camats Lo
Prapeny
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(31 A law exiorcement olTice: wia isl2icepls dny
cotnniiicution arsaant o subsectioz D er 2y szall immediziely
ater the interg ephicn nfthe commnscation, submrtea judee
fie A cagy o the we ten senliomadion petcered e u subsection
{3k
s an alfidov it setang wot U resulloand coematicon obtained
lroen thal istesce plivn: and
redary recording sl the cormmmnicatisn tha Tras besn ob-laned
b meams o that aoteroeption. s [nlor partiz] ramscrip
af the rrercling of the communication and any nnfcs
macc [y roe aa enfrrzemant officey, it nnthing, n the
commuTeatien spiests rhar bedite kamm, attemeptod
b il hares o thesatergd Bad by herm ~as heen canaed
o s cakely 190 be causad,

2% A servics pravider whe 2osccordance with subsection
(24 romte= cduplicete siguals ol wdirsel convoumcalions 1o the
Momrarng Centre shall, ae soor as praclicablc thene e schimit
an atfdavit tos  dae sertine oot the sleps aken by Cmac sorvice
mrvicter i giving sffesl b the neguest amd te resolls obtained
lreem snich sles.

i) A judpe shal wxep all weten consirmatinrms anee alflots
anrd any recording, tromserineg ot mames sehmmiced imder subavclions
fhvand {53 e snnke 1 b be kepl, fora perivd ol w! lsast Tes vears.

7] Wiere a jndgs. npon rneept ot any wrillen comlitmatiom
and wdfiilavits under this sectien, derermes that rhe izoeteeptinm
weds 2 1Ecied o wsaed tar purpoacs contrare o, OF In cemrvenziom
al the provisians ef rne At arany orker L the fudoe may make
sush order as the Judge considers pppropriare inorelation 9 the
sereite proveider o e e enlorcenent allive.

68, 101 Whers o porsan is a parsy th s cammumicalien snd Laat
pelson, 5 & resnlt nf intormation recetvold T anuther parly Lo
the cemrnnizaricen. inthissectom referred woas the =sender”. s
resionible areuod s e believe ol an emergsney sxizts hy noazon
ul the lact that

fits the litz of annther porson, whether crono. the sender 1
heang andang sred:

i i1 prsrson ocving, o 15 being vr has bean e

et persun s (e s Lkely Le be cndagard;

fede o person s ke v to dic eroo he infurad; or

el poperly s Che by o be damaged, is hemng damaged or has
hozn damnagsd; and
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thue lecatiom of e sender s oneninen Lo Lhe person. e peraen
mav. ifthay sorsan is— :
seedit b en lsrcetipe o e N, jznd G radsiziabale prounds us
beliewe thes detereamiay the bwanon ol the sender -
lik:ly oo of weaastanee in deeling with the emernmency,
oraidy request, ar fanac anether lw encoreement offieer
woerlly sequest. a service peoviden o
L mbereepl oy camn izt g o [ren the semcer,
Cee porposes o3 detsrmining e sender s
[ncasion;
(b deterinine e location ol e seod2r i any other
manner which the service provider considers
APTOpRrTe; ar
g ool a law eeloweament ellicer, inluin, ¢ Sause anotlies
prersan ey oinleen, vy Lwe enlurceenent ollicee ol thee
matier referrod Win paraoraphy Gal, (B 4ol 1d) and
it
(21 A v entiorsomentoffuzee who ece ves infannation el
subsecliow O mav. Uihe v endiors zzoend olTcer has ceesomable
crownds o belices that deterrmining e Beation of the sender iy
Likely o be of wisistence in dealing with an emergeney, orally
requesl or cause anuthey lva enfrereemenr officer ta arally request,
4 semvice [(avide: 1o determing the laeation ot the sendec
(3% A service provider shall, cpen receipl ol 4 reguest made
under subsection (1o {27
ferf mnueTeenl any commuomcalon e at from, ths seador far
rpnscs nf dotos~ it o vag ondet s lacation: o
(e adelerining e Sovation ol ke sesder moeny utherimanner
wehicl the servicye provider considers aparapriats;
and itthe lacatinn nfths sender kas boen sadeterman -, 1he sevice
[rrovider shall, immzdigtaly attcs d stoomining that iecatien, provide
the Lo entoes sment oflices whie imd 2 the request s ilifle Jecativa
it the sender and voy other indlvermeation  obltamed foum that
interveplinnwhich the servics procider determimes, 15 lkely w0 be
ul amsistance i derhng with 1 ze smorgeney.
1A law cnfarerment eificer who makes a seyuest wo
zervice provider ungles subsection (1 or £2) shadl
iy ermediatsoy wlier makimg thar recnesse, furnish the serce
nrovidder with g sweritizn confirmanon of the soquest serine
aut the nrarmation atvea b o e exlorse e ollice)
tothat service provider bz cunmeclivn with e recuesi;
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it Trmedliatz b afler making that request, Fonish s Slpe
wirh o copa ol e o e cunlizeationg and

iz The ngation afthe scader and gy ozher nleoation les
hoon proveirled o the “aw eatorcement allivae unaler
subeectivm U3, wmedie by e ler reeoint crersaf, szl mis
I judae an allidavil sgiting vl Lhe resuls and
intermatian slain o Lem thal olsresplion.

(31 Ageovieo providdes wha lEs wasn oy ol The e s nelorresd
zo i subweetion (11 chall, irmedimely herealten st woa
Intlire—

il dan aiiilavil seling on che seps aker by reeosorage
previder in givimg affzet o che wequest of 8 e
crlvrcezzent alTcer gl (e resolie amad infrraniom
antanined S such sleps: aind

il e steps zcluded the intecceptivn ol an indinect
commnnication, any pesording a7 thal vaglirg
aalnmicatien sktaingd ke maana nfthe mrercepren @
Tl or partial trarzaeript o7 e recording and oy nalss
e v 1l seevices paevider ol 1 indirect
CSILLLIL T,

o1 A des sacll keep allwritten catfrmarion and at-idavits
o aere recardinggs, Irrnserl Pl o aanles subimined mder sehssetiomg
Cdand (37 sm et i he bepl, Sra oeriod vlel keast e yeacs.

4 Wiliers G ojudve. upen receipt ol any wrilleon centirnedwn
and allilayize uzd o this secticn. Goennines that The inme e pticn
w33 oftated neuscd S rpetes coarare W, 0T I conirEyenlien

=
!
i+l

ool thue provcisiozs ol e Acl ot any other lees the sadpe misy mahke
sl wrder as the oduee consilets appaopriaie in cclation 12 the
srpvic s pioeeidel or the 1Ew eoterezmaent offices.

Mokl o i (7% A lawe onfevoemoent plficey wha inleroeps any
sl . . . . . . . "
el e O 0N DUESUAT Lt inerce plicn el eememwinicat v andsr
il =hal b el diselose the camrnuniz abior ure ose sl conuiads uen

inercef.od . .. A vt
coasrronr e i olhen than oo accandanae wire the prowisione o e

At
(2] EFeeop:as olhorewisc provided o s At aoperson wha
Al wilhoue antverizalion., acessmen, discieses o1 sll2impis W
disclase T anetles persced, 1he colenes of any
B G M Com Y WL CaAriar, ag
el v f ot e nrisatina, nscs e attcms use, the contenls
of ey imtereaqed comanumicalicn:
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coarumils analtense andd is ligblo upen convictian, ta nprizonmant
tor & period of twenty-five yoars,

Ol A law cntargemant affizer who interocpts &ny
COMMITUTECATIAT PHTANANT [ H inlsrosiion af commumcatiang ander
ruv diicTose e inlumiatises weamotler loew enlencensnt oTesr welies
e lisclesure o zecessary for thee deteomiination ol the cemss i
ot an etrence or the whetcahonts nof a erson zuasceted o nave
comnnzlled an olTenge,

(20 Where o law epdurcaient vilicer, in the peronmance ol
any feacrions under This A, UUerce prs any COrunudealion raiaming
tn the commssion of an offence rder any ather law, the law
anforcement olhicer she | oatscloss or uie the commusication in
avcerdance with the presisioons ol this Act or that alher law.

T A privilegsd wire, aral or slecireic communication
iterzeored in aciordhance wul: the provizions of s Act dezs ool
[nze its privilzgad sharaator

Tl A service previder shall reetutilise the serciee far ab@crving
ar cangloeam menitoring except lor mechanical or service gaealy conlrol
chaeks.

%

in alTenve and 3= Yahle, npen comichiom, wa Nine nor eeecec s g el

A service provid 2 she centeasaene 3 aihaserian O cowunins

Pagdesd Coousaod puerie Ry uiils o e nprisownent Tor aperiod not
axicrdmg five years, oF ta peth,
33
™ manitering T i ludes [eteding o recarling cimmengricalion
e pteaols CEu isnilaning device, and

T k= sectinn—

el ind device T nisens ony electromic, mechamical prother
sl o, device, cquipoent Az apperels which s wsed ar
vall ke wied, whether by dtsel Do i combination with ame
villeer tnztiwrmen. devive, ecuipment of apparalus. 1 lslen tn
e cecon) i comroonigelion,

T30 (1 Acservics provider shall reeond el aoware or ciectramg
TuUIILGAlian was Gnsialed ur cocepoeled inoorder tn proetees the
WCIVICs provider. arothsr service poosider oiving & serviee 2 the
completion of @ wirz or elscironic comiuunication or a nser of the
serviee, from frauclalent unlaw Jul o shusive vz ol the service,

(21 Aservice poovider whocsconds any eleetomie comm nnicstion
uncer dubwection C1) shell imodimaele infarm g e cataoomene

ot

iszleainr,
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T Sabject insuhscczion (R e ssevige provad e shall ot
disginig the cantents of 3 communicasian inadvertenle chiaiisl
threagh ther prewizicn of servies @ ancthes pessan ot he
addtesace. e mwadsd recipiont. of an azend ot 1he addessees or
invended recipicst

L2 A serviee provider oy disslose the conlents-of a
cosannicalion relarrsd e ander subiection (20

fl with e vonsent of e originaer, to the addresses or
intended recipiene of the commimization:

fR1tnon persan amnlovad mroauthnrized, or wicsc 320lites
Arg used, 1 forward The commnicariar oo 55 d=slination:
ar

fei o lave enlencesientallicer, where Lhe inlbomativm rgiales
e Sl ceirmissiags ol wn ol Tenze,

(3] A parson who gontravencs snhseetion (13 camemita an
attoncc and 1= liahle, upon sonviztion, tn a fing net cycecding fiee
heo<dred thouszand penalsy units or o onprisanm s nt for & poriod :ot
rserding five wearg, as tn o,

T8 (21 Az inleceepton ol & sotellie dansmizaion that ot
arcrypled or aciambled o a0 3 ransecs 3 12 4 beoadeasting
stalien lor purpeses ol Teansmds sion wthe public o as an and o
suly eaorie doke nded Tos er detcienen o Facilizies apen wthe poble
s el an allens s under fy s sactinn ipless the inTerenprion 5 for
the purpose vfa direct wr indireet onntecal advamage ar mivats
Tmeancisigain.

(21 Subeection Y dees netepply ooy deda ansinission o s
Lele pbiase call.

Ta, (11 Subjosr tnosuigcgtion © 3 a perden shall aeoass an
mtercsim device,

(2 A person whi contravenes subscetion 011 ceimmmils an
ellence and s Lable, upui conyictiow. B oimprizsuscat 1ar 3 peeoed
el lwenty Dive ¥eals.

(3% Hufecotion (1) dney not apply oo the e of 20 ziereeptiom
dovice Iy o service prvdicer er law snlforeemesil ellicer

fiiy e the aperation. saintenacee and testing el o
COLILITLIELLAL IO 50Ty LUt

et protect the ciahlz o) property ot the sereee provider er
the 1w of the service Trom abuse ol servics o1 uey
slher unlawlul use ol the service,
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fi) Lo record Chik the commmmicatiom wews inilislzd oreemplefed
in erler wopretcel the seevice provider ot anol her
srlviee poavide b compleCGenullthe comziomnicalion.
ot 8 csar of the samvics toom traadulant, colew ] ur
ahusive uxe uf1he service; ot
(o wheee Lhe curnmenl ol Uw user of Hwe servics has heen
abtainmd.
TGy A servige previder shall ensuce hat the service Aszinlaie
prusider— hy ~e-vice
meeniem

‘e uses rleclrimic eemmuosicalines ayatoms that arc
techzivedy capaole ofwapmering low ol maereepions in
acgeiclance wirh this Act:

pf installs harhaie and softwase cilitivs and devices 1
enahle the nrezeeprinn ot communizations whe o
e by o lre snforcemens efficer nrunder § 2oner
uslzr:

it pruvides mervices thal are capahls of rendering res -lime

and full cime monitacing fasdices for e e ceplivz ol

SAM i NIgAtiang;

feli preseiclos all call-relared nformatinn @ rzal-rime reas sonn
ax puesihle upim call terminaticen:

(e provides oo or mwee interfaces Frez wlineh any
intars epred communieation shall be Tiansmiic? no e
elimierng e

CAtransmils inlercepled coranunications o the Monioring
Cenne throug™ Twsl o0 owiti e d oo 2oions, as the
cose mMav ag, and

i) provides aczess ooall intereopted subjecls aperating,
remnerrily o1 permnane nbly within the sendce provaders
cemmLteatinms sestems, wd where The nterceplion
sLirecl s usimy [eaties weodives? calls wather service
providars or termingl cquipment, acecss to such
ol proviglers ar squ:pm;nt,

12) Aservic providor whe Sails teamply with die reguiremenz
at sythazerion { Ly commity anetfencs amd i Hable, apon convictioon.
v a fime ol caceeding Sive himdrad thassand penacly units or o
IMPrisenenl 57 oechod sl eacesding Iive veacs. cr e hoth,
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Znesrczphion
zapalialy 2l
waAry ice
pricser

(1 A sereice neovider shall. Lefors enleriag inta 8 coneract

wilh wny person lor the provision ol any service, ahtain—

ot Lie person’s (Ll nwme, tesidennal acdress s dentive
nucetler zantined in the peracen’™s wentity document;

i thee sase ol A soeporste budy, S bBustness name sud
address and the mannc: in which o s wearpesated o
rewisrered: ani

fzdamy other mfarmatian whizh e seeviss provider crosidees
negsssary for che purpase of enghling oo compdy with
the requiremiznts o Lhis Al

{21 A semace provider sball ensare thal proper recond < ane

keplul the fiamation celemen bo iz sebecction {1 snd woye chamme
inliel inlumoaticn.

M0 Netwithslanding aoy athsr law, a service provider

=hall -

co previde o service which s he capabiliee oo be jolarceptsl:
ana

Al sterd call eelated infarmation in aceardanes with the
[provvizinme af thiz At

(21 The Mimister may, afier consoliaion with the Al

atattoey insement, make regulatiogs W prosods Tur

arl the moanner inowhich elfec 15w be given Lo subEeclion
P11 D vy service provido
ify tha soearity, lechuical and functioaal fealurss ol he
Facilitics and deviczs o be acquied by every sarviee
privwider Lo enable
{11 the inlsrce sz ol somemunivation ander tis At
arud
Cizpthe slorim ulcall-nelaesl snfazaen: and
re.d the perindg within wlich e ceyuicsments shad be camplicd
weilh.
{3p  The repulitions masde neden aubszeticn (2} ahall spocily—
) Lae capacily and recboecal teatures of the devices or
swsl2ims 10 be ussd fog interception puerpssy;
fb ) e conpectivite of the devices or systems to be used for
itcErepton purpasss with the Monilering Conlre;
fes the smaanct of roncing ingerecpred mlormation Lo the
Ynnitating Cenres;, anid
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fefs Ay orrer matret which is aecessany o oive eflecl L the
provdigintes of his Pact,

1 A mervice provcider shall, ab Cre providacs ol expenge,
avyuirs e Doilities and devices spacitled in the cognlatiens madz
wiles aubsection (2}

£5)  Subject mrhis Act, Any cost mcnmed be & servies provader
fro the puepse of—

Ford emaliling
Cilaoy electoic comumuiicativn 1¢ B nsesMed
and
firy call-related infrermanon to e stomed; and
fEicomplying with this Parl:

=hil be horne b the service provider.

MART X1
ArorRs 1o B e (e HIr are

¥ Excopt as orheraise provided unoder this Azl a Frohivion of
ezl an: ol
ol
connnunization which i3 elecwcnically  staed by the service  soomwalizader

previdarn,

service provider shall ool dischisse o uny olligr person any

(2% A porson who gonfravencs subscetion {G] commits an
allencee and is lable upen cunviclion. b a [ne ot excesding lve
hucedied Whousandd peziaity units o o nprsouneat o a periad ot
s e ing five years, ar tn hetii. -

(3] A provider ol remole compating services shall net dise lose
W aoy wller pareon the contents G any cenunanweativs wlich s
gaerscd o maintaingd an thy romone compusing service o hehal?
i 1 supscribor ot sedely for the porpose of providing sloregs or
LU TIPULE T Processima seryioes io a subseriber. 10 the provider & notl
authorized 10 ACCCss (e §ARCs ot the conununicatian Jor purposes
et prridmg amy acreice athor AN SOOrse or crmnter [rnecas ing.

(4 A& provider of 8 remoke SOMPTUNE Semyice of sheclrmie
corruan izl ioz servive sisall ol disclose e ooy persona recand wr
ather infarmarion exlating oo @ subsctribe rar SUSTOICE 0t 2 services.

(3% A& sorvice providor maw diselose the comznts of a
CLTICCLLIARLA LT

(e e A adidiesses o1 dntended recipient ol the cormnuzication
aras agent at'rhe addneaso or nfended ceciaiza:
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kg with the consent of the originaner, e the sddresges or
nberded recipaent ol e compnnnicativn ot the sulseriher,
12 Lhuse st aal O rernio e Conps Ling sorvies
et an authazjsad pecsam v encplovee wliose Tacilities ars
used to farveard thr commynicarian oo the addressce,
fidi wehane it @ neccsgang oring dental 30 the pravisien ar o
the prodcctien o the rights or properoy of the sprvize
anavnler:
fed 1 a Lw enlorcemenl olfiver where the conlznli—
gilare mndvertenlly abitiiisd by the seevice previder;
|
yive relate lath: cametission ot an olfones:
(v hese =oquired by ok wepimen s or
pfu whers the provide: hps scaznnable prounds o balievs
har cas non-esselovire ofthe communiestion i likeby rg
cause death or bodily lim b o person or doigse Lo
prapocty,
Crsclosne B1. (1) A& scrvice provuier may disclesc a roeerd oroother
af coziiwel i fnmmmacinm releting oo sobseriber nr owstiomes ol g service
r2Lre - a
fedy Lo earthisr peersun -
L] et hothe consent eithe custommer o sebsezibe:, o
L) whisrs Wi neceszary 10 SBrv il pIovisiod or Ty
the prorsctan ot the rights rr propzroy of
thevreice provider: or
(i b a bawe enlorcemenl eifieer
M wehere e seovics provider as caasonamg glounds
tre helicva ther the non-discosure cFthas recend
nranformation is Bhely wecause death or zerious
harm Lo o pescsarn, or
(L) weliers Whe s vice provads ) 2as reasonalls grocings
iy heliceee that the record or i Brmatien Tevieuls
the commission of wnoll=nce.
ApENs n M2, (I} A Caw enlurcermnenl olleer nay, wilh wareant.
CHMKTELEN g 4 wire o eleclahis cottunusication that is in elgatrnnic
ALLEROEIE  eeans i an sleerreme commirseations sysiem where e law
Slorcgic . . h T .
R cntateemenr ofNear hes ressomable rovceds b believe wl an
nlMeree, i being corrnnitied. has b2en comimitted o is likely tn be
cennitlzd cndlen this A or any ather law.
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(21 Eae provisions ol Uhe Crininal orecsdome Code relating to
warranls shall apply v this Partl,

Y O A o enlurgmned alficer may, willl weiant, aoeess
wowiie w2 lBeionie cormumummicativn i a cerul: Conpuling s=vice
sithaur natice oo the subscriher /e cnsemar of rhe sarvice,

(21 Subaectine {13 anplics tooa wine o clectonic communicacion
mrat 1% held ot maintuned by a service provider—

feadon belmlfala subsoetbar 20 custemese ol he seevice )
rapeved by maans ot gt slectrnnis ranaission Fom,

ur ereated by means oF 4 cengnoot processins of

aammiaication ragsrvod by meanz of slectronic
trnsmission rem a subseriher areostemar ol g remaone
CLMelng sermice; ol

c selely Jur the puesesse ol pouviding storgoe or compier
|HRAGGET 'lng BCIVICES T A SURGT FU T o Cusicma, wWhery
g pravidar i3 nat ansherssd 0 aceess the conteats o
a comnvzmcarion fer purposes of providing azw acvioe
clhze than slorag s o eompuie PIoecssing,

Ado (11 A Lo enforcomnent eitizer may, sith warrant, aoce s
a record or ather infarmaton relating toa saheeriber o gusromer
ol um elecinome cunununicatiom of Temole Conpoling service,

(2) A pravider ot lSeeonie Coniunieanion s vice o1 temals
ecamputing sarvice shall pravids the fellewing iformalion pusaent
lex & warcsanl ssuwed imcer subscetinn (1]

ot the macoe azd addesss o thee subsceiber,

fR) the subsaribars elaphons zumber ar soher subecriber
nurmker nr idenrity;

fed e subreriber's local wed lemyrdisemaee wlephone el billing
records,

fqd the subseriber's local and lone distanse 1elephun:
vonnsctiom recerds, ot reenrds of seasinn times asd
duratinne;

fep L Tength o service oz tepes of @cevies il sod by ths
LLCISCTIRET:

o0 adry e mpssarily assipoed netweds sddress of Lhe subseriber;
an:d

il the oeans and souree of payment for the sevics of o
subsoriber ur cuslomer of tha semaee.
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£31 Anaction sEall not LS Ay cour azains g 3grdce provider.
the etsieors, conplovees or aeenrs of the service peevidel or other
gt hori <ol peranms feearowt:ling: infarmation, tagilTics or pasistance
incornplianass with oot onder, warsanl e suhposna uncder this

A

"R XIL
EMCRT T Dokl HISATION

B A porsan shall uzsc ancneryplion. Jeadcdless of e nelyvption
almozithre velected. encrepiion key lengerh zhrsen, ot implemencarion
Lechoque ot mediom used, in the reemer orevaded e omeer this
Al

B, Modliea o is ActsTall be constroed s reguiring e v
by & aeraarn 9t any focn of e eption that

A limns or affzors the alilae of b porsedn s vse 2ol rpticn
withoul 4 K2y csorow fingtion: ar

cal Ihmals er allects the ability of e perssm whe uses
encryplion withoa ey escro Tunctivn el 10 use 4 Xey
heslile

W7o (1) Lonlesz otharwisg pervided monins Act, a key aeldor
shull nol relense o deengption bey o deeryol any daa witioeol
Aulbrorizaliomn,

(21 & acrson who coltavenss sobsection ©1Y voinmils an
ol Ferce aazd i Tialrle, apon Sumiclien, o iz ieacime o7 tor a el iad
nol excetding wenle-Fv e vears.,

(31 A ko halior nav release adoaryprion kay ot deanept any
Aaty ar carmumicalivn—

f) wath the apprones] of the persen whise key s held or
inanaced by thee kes bolder oc thee ownes oi1he Zata o
crmmunicationg

ifd wehere the release ol the decevpliven ey or decryplion of
“he da o1 comrumicalion Is necessary oF inidemal o
e provisien of ciooe prian @2vicss ar ta the halding or
ranagement of the key by the ey Twelder; or

foi 1o assizt @ waw cnforgonent efficer pursuanl o oan
intereapion of crmrmunicalions erdet Lo aceess slered
wite o elaciionis comumunicatian nr fransactinnal
el
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40 A lew enlurcement oflticer b whoma key i releazed und o
slbsacrion {37 shill wse the key in the manner and for the prrpose
and duralison provciesd for imder & crurt erder sutherising fe zleass
and wse amd sheli ner cxgecd the durcation ot ths 2lacicowic
st vedllanee s whoch the bey is celeased.

{21 A law cntbrecent atfizzr taowhom an cheevplicn £2 e
released shall, om e heFere the completien of s authar iz releace
orroed. daatray the ensrepliom key.

w8 01 A key halder shall non dusclivse o rasond o any ether
nerannal infarmaticon wlatag 00 an vwencr ula key held oz iwanaesd
b 1 Zow hodder excepl

fa) with the eonzent of the vwner. or
eld L a Tow snforcemenl officer pur:anl 08 crun erior.

{21 A recrvery agant =hsil net disslase o any peiscn the wse
aof any soced recevery lonmuticn, any deerypled dala or
vorrmiztivalion wrathe e wi=sranze previded 1e e law entrecoment
officer in zhe perfamrance ar fungtonz under tis Agr,

F11 A persen who eondovvenes subseclion 121 o0 127 comils
an oflenes and is Huhle upon convichior, = IMAESNTETD fSOF 4
period not cxcccding eaente-tive vears bit ot loes than titteen
YEArs.

¢4 Muthing in this At shal| he cansrruad as prabibiline a
recos=ey age lrein
i) wsin or disclosing 2laintextl i the Tecnvary apent™s
[nssession, cusody oz eontral;
ihrwsim nr s nsinr reeevery informatien that is not stored
recovery informarion held by the recavery agant angdar
the rreumstances deseribcd i this Acr o
o) U TRE StoTed Tecaiery imorilion nthe recovery assnt s
prstesgion, ciady a1 contrl;
tn decreptl sny dar e communizalion in che recovery aeenl®s
Jussesnim, vwslady o contrul, where the applicable s oilierwies
recnrgs che reenwvany agent o provids the daw or eommunmicalion
1 4 lavw snfarcoment attiegn in pleinress or other form readily
understoed by e Jaw enlocsectienn oifiece.

HY. A paraon who nzes an cncrypriom # ohstnice or impeds 1
law rafereesient officer or in any manner inmerfores wirk the
peclarmense by the law o nfivee e offizor ofany furerions ndzr
thi el commmnils anollesaes and i liable, apoo cemeiction. Loa e
nnt cxegeding teeo lrndred thrasand penalty units eron izzprsnnment
lor a period nof exceeding two vears, o b Lot
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Natlo e W 111 A person may scll oF acquire—
HINWITLT I BT . . B .
s ferd an enereptiim pristoes despile the eneryprias alzoeitun
Procteas selenied, sncmption key lenpsth eligeen ar implanaentation

el som e i uaeed;
fogoany soltwale, including sollware wiill encryplion
capahilitics. car s
L venerelly ovadluble as i, amd designed Tor
inaeallanan 2y she puiehase:
] i tha pohlic damain o ja publicy graddable o
acecsgihle oo the public inany togme
L] 3 anmanning, devize hodauas oo al powaies o
cmplocy in any farm sofreane exemnred frem
any requiremens for g validatzd licenee
{23 Inrhig sgquon

~gorarally avaidable 7 in relation e apfware, moans snfware
that 1 widely nfTered for sule, Heonse artranstzr meldivg,
ubnul lznited o, over-le-ceunter tetail salss, nail erder
transacr.nad. phone erder tranzactions, Sleemanic dign oo
ar zahe om apprnval;

s s i eekiion e salward. means a sofwarc prosiam
that is net designed | dewvelnped ee taitnecd by s software
camnpany Tt specitic purchssers,

*izdesicned for inatallation b the purchaser ™ i readiam ta
softeare. cHoans

fog that & aothwars compomy ncencds the purchaser
whiymay nat he ke sl proersn wser, o insladl
the sofbwars program en w conputine device and
letn supplied the mecessary nmirusLiaoes b o 5a;
il

ihg thut the sedlwars prosao s desianed fol nstalician
by the pughascr swirhont further subsoincial
gl (rios the suppliere

eamprting devize Y means a device whizlineozpoangs one
Gl TAGTS MiCr-processor-based cenianl orocssing unils
thar can aoos et Stoas, peeacs: oF pravids oot at data;
and

*gomonter hardwean: " an relatinn ta infrematicen sccierioy,
e ludes, But s ool limdted . a compuier seslem syuipmenl,
dpplicatan-specific assemblies. sodiles and ingecarcd
circuils,
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3y A puchaser niay supply aomstallation pacametol noocssary
e a sofiecars peocranm o toascias peapecly wicl the poschaser s
svelemn and ey custemiee the sellware orogiam by Chaosing
ameng aptinng conrained mrie aofraars proeram.
(47 A company may provide telepliome help-rine services lor
sellwenre mnstallalion, saeciromn ransminsion er k<o apereliong.
o1, (1] A recuvery agent shall oot
repd diselose stared 1egavery intormation:
i) vae storsd recovery infoomation to dooovpt any dath or
COMTMUITA TR o
ey diselse any uther mlermation s recurd ool wenniles o
Perni e enlite S wlnan the recovery amenl aelidls or
Inurs bl stoeed ceconeery Sonlrinativn.
(21 A persarshall et access any storcd reeoveiy informariazn
(rom a reeovery wgend wilhaoo wulharisation.
(3} A roemvery apent may disclnac stared rraovone infarmation
ar wse stured recevery infurzation b deceypl any dala e
anmmnicatien with the consent of the persen whe store:l the

recvery farmaticn o she apeat of that perscn o3 suisuant ooa
cort erder

3 A ceeovery aeenl nay dizclose inGrzzatism ur o recurd,
atharthan seazed cocowry inloematioon. thal kleniiTes o permen Sir
winm thy regovery aecnt balds o bos Deld storesd cecovery
L JUTIveLil UM puTSuant g el ordaer.

1. Meocaosaclaction sholl Zie toooy courcl agane L Tecowsry
agent oo providing inteemation. Tacilifizs ur ansistance Lo Lo
crfatectnenr atfecr inaeooedanes weith the worts ol'a coust ander.

FAR A1V
Clv ke [sprLcrons

93, |y The Authatiy mey appaisar any peraon &5 a cyber
inspeetar o pockioun e tons uans proviced o in tas Parl.

(2] The Autherity shiallarovide any peesen appodnled ws acyher
inspeent wich o cernificans ef appaintnent,

i3p  The vertificale of wppoinernen? teferred tnom anhsgerian
{21 may be iarhz toom of an advenzed siecirmic =genatume.

Frelnbi.zan
uldischsnme
or use of
slarod
TR
JLEsrmaCion

IPrrreni.
af mesvverny
apenls

Apaaimmenl
-;E}hel'
I."Iﬁ|.'ll2-\."'1.n.":.".-'\.
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41 Acvher inspostoer siad i porforming any Emelion ondor
thiz Agi—-
fal b poesessioo ol a cerl: Ceate ol appoimument releneed
W i suhesctim €2 and
(Bl s Uie cerliicile ol appoizizzent loany peeson wlo
reqUests toosce the cortiticars, i3 subject to oan
e esrigatien. o amemployes ol thal porsen.
(31 A parsonwha
iggd hinders e abatryets A evber mspoetar in th patoomanas 2
ol funetions e dks Parel er
if talacly halds angszlf o as a cybor inspoctors
gnmmuica an aftcoce and w0 liable wpon comvictien. noa fins e
cuceeding Miveundrsd hiowsaral penally unils a1 2o Loprisciment
fara period ool cxceeding e year- or i lueth,

Prawer M. 1Y A cyher inspeelnT may—

WP,

sl

(o) monitar and mspect oy webisie Qe ety oo an

scire flermaniad systom m the puahe domaim and reper any

colewful activ.oy wrke apprape.are auzhority;
P respect o cryplenrapey provider

[T nveslimate Lie activitiss ol the covelaarapliv service
pravidz: i cglafion foocempp ianae o0 nan-
aamplmnz e swith the provistons of this Acl: wnd

(A1 s an srder inowriling w e covplagraphy
rroveider L coziply with the puovisioss of 1his
At

i in e spcey of an anthanteatien serace provider—

(1 ELCBRIEATE T ativitios of an ensieniz alion serioe
provider norelalion lo comalicoice or nen-
comiplianee willi e pros Gians eFthis Ace

Ciiy irveslizars e aorivities nf an acrhenticalion
e i proviger wha is falszly holding onl the
procucrs orservicss o having been aceredited
b Lhe Actloerity on pecdanized e the b onrstare
urzl

Gy issue an e, inowriting, mooan authemticalion
ARTVICE PrRVIdey By cumply with the provisions
ul i Azl and
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il in respeerafa crinign . cetahase Administrazar, perfonm en
andit as vrnvided for w1 scetiom fife-four.,
(=} Imperfemming any functione moder s Ao, @ cvber inspes o
oy work witl a law eedurcernen: allicer.
us. 1l; A cyhur inspector ey, in The perlommesee of  Posersal
L Uaees, alans reascnahle rime, wichoos priar netize, aad nn the ii_::mr:-l::m-:-*s
aiLberily o & weirram L STLer any Sremises oracstis o e lnTilion
samlens amd

cord seacci the premises wn ol rdiszativn svele,

A acalchany porsanaf the promces itthres arc 1casonable
ermmds to briicve that the persan has possasson of as
article, docnmen: ar rzeard that has 2 hearmg on an
BLEELILIL

Prowvided that a peesoz shell only be searched by o
persan al 1he sae sex,

Ay mke cxrmacta trem. or make cepics of sy hoek, dooument
ut Tecard thar s oew ez oin the premises or iz he
i dermasion svaterre ol that bas o bearing vo an
iTvestigatan,

il dezzand e proctoction of, and sspect, relevan Heenees
annd reistralion certilicates,

e inspect any Zacilives on the premises which ace linked or
associnted with rhe informarian ayatam;

iFl acoons BTG INEeCr The epeTation af any Sampiesr ar
caipinenl ferming parl of an information syssam and
any desavizled appasalus or inaterial which G cvber
mspectat as reaznnahle cpuse o bolieve s o1 Ras been
i 1 eoancenon with any affones;

fir wse o canss ke wsed any nformation system ar pam
Thetead o sean i any Gala cemlaiusd wowr availabls w
such informat:nn aystam;

ifi reguire the peraen by whom, ar on whnss Brhalis
wyber inspeciur has reasenabls capse b suspesct the
COTLMITSr & inFCrmAtien ¥SICoL i3 O s been wied, or
T re ANy bersan incontrc ot of othomvise nvalved
wilh e operation ol the computer ot snrmarien e,
wrpeevide the evber ispecler with such reasonuble
weohmica! and ether asastance as the cvbar inspsclor
may red2iee for the porpsses of chis 2ae ar
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i make Auch megnires as may be noeessare 1o azcelain
warelker the proveisivne- ol Lhi= Aol ot any other ke on
whivl an investigtion i bised, e heen cocaphed with,

2] A pelsin whe reluses W co-operales with o hinders a cvoer
inspector From condneting 8 lawhy! search or sszare moder this
Acchion comemits anoffones ozl iy Rk, upen 2oaviction, rooa tinz
nat exccaeding one hundred  thousand penalts units or to
impzisunzient fora period oo cxeecdingg nne vaar, oF ta bath.
(31 Fuor purpoees ol this Awloany relerense inothe Criminal
LF N Procedure Code, o premisss™ anc “amicle”™ e hdes a infimmation
svarein as well vy dala imessapes.
WL H, L) ATowtmay, onapplication by a oy lispeolor, issud
calar. ol a4 wfrerint.
(21 For e purposss ol subseclon S 4 coecl sy issue a
warrant where—

) an nffnee has beon anmimetad wars Aambia:

fhl Pz auljeor ot &nimasstigation is—

il aZanlian o ordinarioy resident in Zarmbia: or
Cinl paesent i Zanlia a1 ez cine when the sacant is
aaploed for: oo

fi intrermnEren notinest o an invesrgaten 5 seeeskible fom
willin e arca ol juriscicien ol the peurt.

(3] Aowarranr wooenler, soare oand seies may B issoed al any
Lirnes acd stuall

e idenidy e promizes ar information system that may ke

arered and scarchad; and

ifyj 3pecity which acts muy he performed shoreender by the
wyber mspeelur o whos il is el

Gy A wenerind wentet end seacch s valid vatil

fey the worvisnt s been saecued:

i the warnant is sanaziled by the porsam who issoed i orm
thar jarrean™s ahsenes, by a perdem with sizelar autherity,

{e) TR purpaRs T iR 1 s lapsamd; or

rely the sxpiry of one momnts Toom e datz o whogl i was
PsnLied.

50 A werrand o enter and scarch promises oy he execulad
cnly during the day, unless the jiegne wha sasd i lhorises e i
iy he exvcuted al any ol e,
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070 1) Cacept lor tae puspese oF s Actor Fer ihe proseeinon
el an effenee ar porswant roogn erder of count, & person whie has,
PUIFRANT e ant pawaera anmnletred wider this Farl, obraimed accees:
tovamy infomnatinn shal? wet disclws such information be any olier
presae.

(21 Any person wlo contaverss subs2crion (1) camows an
allence and o Hable, vpen conviction, soa fiae norayeesding ane
hundzed thamsand penalie units erta imprizonment a1 perod not
enceeding vne yeac, wr o bith,

PART XY
B CRIML

UK. i thia Mt "acecss™ meliddes the actsons of @ ocrson wha,
afler whing note o any dute. becemes aware ol the Tact that the
persen i ol alocised b sccess that dita and ~ull contizioes e
pcress that Jdata.

90, (1) A person who menlivnally aceesses o imencepls azy
clata withe i 3oty A5 Perussion o da 59 o wha exceeds 1he
anthoriscd accesa, cammits an ofonee and is Ballz, apon aamvicrion
Lo ine it exessding, Mve bundeed thowsand penalty umits er we
e ianme 0t for 3 peroodd not execeding tive vears, a1 1o both.

(2 A person whe ineensianally amd s ithaut auzherioy e do se,
wterfizres wirh data i 8 way which caaes such data ta he mnditied,
Uestroyed or ulherw e rendeced inellective, commils an oflence
and s Liable. upon conv iction b g Line ool exeeedig Jive huidrsd
thanzand analine Inits o 5 impriscime ot tora petiod et excecding
Mvis years, or Le hoth,

(30 A persan whe unlawfully prodoces, sells. offers e sell.
placures far uae, desipne. adapls Jur use. distribules ur possesses
amy device, inehding a compurcs program a1 o corpanent. whizh
i degignsd primariiy Lo aworseme Secutity moewswres bor oche
praes tioo o date, or perlonns vny ol these acts witl ceaard Lra
[atsswend, aceess eod s or any athan similae kiod ot data with 1he
iitesl o unlasw fully utiliee such item, commils an offence and «
valle, upon cenvicrion. 1o a Ine i esceeding v lwired theusand
penally wnils or ro impEiannme T Fara pericd nat excesding e
wedr, ur Lo buth.
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(21 A peraon vl wlilises ay device of compelen preesus:
e lerred T in subseciien 1 2 i sorder wounloee lully vwercome secerily
measure s cesigned ro pretect eh data or aooss e e, Sonesis
an ellence and 2 liakles imon convizion. fo g fine nnt axcceding
wrehoe il thinesasd poelly unies e By imriseonnsnd Gor e pario
Mars easced ag one vean o 1o wth,

13] A persan wha Somir s any act deseribed in Chis soond,
wort rhe ingene fo il ertng weith aoe s o oan ofarmacion sysram se
4 I cnonarinl s o denial, inchiedhieg o partial daral o serves o
[zt users cocomils anolTenee and i= liahle o pam convieliom,
e a Fiee st eaceeding vne bundeed 1howsand penally snits 57 b
nnprisenzienl lor aperivd nol esceecizg ons vear, <1 (e oulh,

(81 A persean who

ces o e nicates, dizcloses o vanssiits any data.
i tenmatian, progiam, a3t eadsor gnmmakd G any
porson nml cnritled o authosized moacecss she data,
szlunzzatian, pragoan. < ode ac cocounazl
(o neduces or spoeacs @ osoftware cade thar damages @
GO I, 00 PUTST 3VITEM G nelenTE
fre Aecesscs oF deslrows any s, informalion, conpulee
sysbem or deviee wilhoul authorization, o e purposes
vleoneealing irlosimatiog neeessany ol an uvestgaton
it the enmmizsien, ar ntherwise, efan offenee: or
i) darragos, deleles, 5o aT s Pt iy Cemiunivalizn
or data withoul aothos isalien:
corries an ellence ancl 2o heble, umen convictien, w3 fine oo
e ihing 2w hungoed raengand ponalty IR er e imprisEenTen
fara perind nat eveceding wo yean:, or e hoth,

71 A person whe knowetiaghy receives datn oo 1 mel o berised
Ly revelve Wl data. comarits an ollense and 6 hiabl-c apan
copreietien. e a fine not cxcesding twe Fundrec thowsaned penaly
Units ar to imarisoment frra lorm nnl eaeecdimgs & vears, o
lsarh.

(8] Where aoelTence ander s sectien s oarmmimed in relation
o data e i o aciical damabase o that is conzamaed with zalenal
securily of the plovisias et an casoniinl senace, e porson swell
he nbles npon comvieliom, e inpei=omnenl oo teeo ol not less
ilam [Z1een vears bl nol excescling twenry-rive yoars.
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Ik (1)
wiry o 1 sl deseetbed Insectien ergrtv-eeien Tor Ui puroase
wloblaiing any wnbvw il prapoei s slvantaee Ty andeciakioe 19
coasr o d2sisn from soch seoan, ar e undetaking moorestarg gy
damage canzed as A resull of these setiems, cormirs an eifonee

A porsam wli nerlirm o Carcaleres B pezlimm

amnd 15 et upreancomavicLioos, bea fine not exncesding one humdred
Cisusond penaly unibs ee b ungarisenene it Loe o peood ool eseeelis
Ol Y, o To b,

(2F A pezsan who performs any et the 8515 dessribsd inasgtion
edghty-vevee lor che puzpesie of oblaining any unlaw ol ace iname
by causing False dida w be produced with e aient ilet o be
considered o actedlupan as oF 17 wecrc authontee, cozunits a ettznee
and is Uable. upon canyierian, o a ting ot e ding one undrzd
thamsanad enaloe etk or wocmprisenmaen tora period not cxceeding,
une et o be hoth,

0L I A persen whe iilempls weocomzal on ollence under
sy provisions o the Actedzuds ag allence angd i3 Lable, upon
ey iction, 1o it pestalrics ses i in thase pnsvisiony.

121 A prerson who aids or abels sornzone Lo comunt any al the
affaneaz nnder thes Acr, comunits an olfenee asl b= lacle, upon
conviclioo, @ [ine nol creeconyg fove emdred thinmsand penalty
UFLLLS o L icsipriseneaenl Jon aosrivd nel excesding Rve vours, or e
hiat*:

M2, & paraen who—

fir) prodices pornoranhy T the porpose of s disrcibtion
threuel: a commpuler Ay<lem:

i) ocliers ur makee available @ny purnography thromsh g
CoOnm A2 3% AR

fal distribirgs or fransmts any barnaelaphy theewah a
COmrlar Syslemy

ffl provares any pornogriphy through a computer seslem
for aacse lF or toc anathel peesan, or

i POKACRACE ANY IOEAEIERTY N A Com T SVEIEE G an a
coripuer data sterape mediom;

SRS Al oftence ool b= liokble, pon cozviclion, noa fine nnt

acecding ning hundeed thovsand penally units or e anpriscmment
Fisr 4 petioc mot eeceading ten years, a7 to g
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Fiertranfe Casimunioarions

I3 A perion who hacks o any cozipuler systsm, or
inlrol e o sppeads aoeiros or il oo o beAane 1o a compidcr
ayleim or selwrk, connnils o nflfence mud s linhles ooz
shmvictiom, W a e not secesding Hve zondned Meoseol penaloe
LTE S N Ol o TN TTOG Y I P B Pl T IS iy L o I O TE N A
bt

Hid_ A parson whe rendaes @ computar sesem ingapably af
prrding nommnal servicaes e it legtiimats users cammits an offonc e
L T T, Wponn S s Do L a Zine nol excecdimg nine bendred
thuowsarl penale wmits eroimpriseoment e o perod nol exceeding
IRrL veaais g Lis bt |1,

105 A persco whe ransimils any wpsclicited el2ciconic
itrimatica g anather persan far porposcs af tllzpai trad> or
Jommsree o ather s eaal aclyirg, sammits an ntfence sl is liahle,
Hpon o ichon, 19a fing not eaceecing twad hundred thasand
penalty wnils o B impeisonmesl for s period vl eoceedisg 1wa
wedrs, or L buth

[T (") A persen shall nor oxe the eemet as a meliom Sor
sy leeal wotivily or trade. Troudulent oosaclen o b procose
ey grukesoel-raianedd Trawgl

(21 A perzon wha cantravenes subseerieon (1) commits an
mftence &nd is anhic, upen eonvietion, fe impeisonme=l e a period
mil cxceeding len years.

17 (1 Snhiect bosuksectien 120, this Act slall heve elfzet in
celalion o any peesen. whatever the persost’s natiosality or
ciligonzhip. oerside 3 wellas wirko Sambia, and wzere an alfonee
wndzr this A st s commilled v a peraem i any place cotside Zandii.
the porson shall ke dealt with as i the ellenee o been cennitiad
wilhin Zimnlbi.

i2)  Farthe perpazes e anhszerios o, this Aot shall apply if,
tior 1he nffgnoe o1 guostinn—

Aibthe acouscd was in Fambia al e misteral Lo,

B e compuiern, progras o data was s Zambia at the
rralersal e ar

it the darmaps pocnrrod withm fambin whether o nut
pearwgmanh (a1 or (B aypplies.
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TR, If a hody cerporate oz wn-incorpocate body i3 convizted of
an sllence under this Ao, every perzan wha

fa I o diceclor of. or i athsrwise concerncd wich she
manaazmrnt of. the bedy cotperale or Cn-incorporals
hady; am
iy knovwingly authorissd o pernitted U e or 0L
censlinoting she olteng 20
shali b deamed ro hive committed the samg offznze and may he
proveceded agamarand panished acearding s

10, An nffence undes this Act <hall be destmed e ke o
eognisable offence Tor e aurposes of e Coiminal Drecsdue
e,

'ARLD XY
LTEMLIAL PRy iy
110, A pozsan wha 2o mits an ertencs undes rhes Act far which
no penaltye i provvidzd i o, upon comiclion—
fety in the case ol an individial, wooa penally ol esceecing
Live zundred thausand peoalty unile wr we e isuaoend
bor g peciond nor exgoeding tive years, o2 to both;ar
(g in riae 2ase o a hody corporate or unineatpraate body tn
apenalty nobesceedtzar oowe mellivn penaliy <ok,

1, Morwitostandigg any ot law, evidence wlhive &
nlhtaingd by maans of 2oy inncroeprion cffoesad inannrraventinn of
this Act, shall not be admissible inane crimmal proceedings eacept
wilh e [ewve o he courl ond i srenting or reloing such eave,
the cowt shall have reaund, amena athee things. to the caesamsanses
1 which ir was abraingd, the patznnal ¢ffret of its admizsian ar
cxclsinn on isgusy of neHonsl segority and tha imfairmess o the
aeciscd perso el may be occasioned byoils o wdinission or
exclusion.

112, 117 Tae lavestieatol -G 2cnal appainted ondsr the
Caargtirntion, shali sunervise “he eomphanes win et arvigiong of
Lhi- Acl cenceming persuendl deta.

(27 When peddoonig e Julies unde: subsection (17, the
Inyestegator-Cieneral shal' nasg thr right to abgain informaten and
Loy perlorm inspee oy under this et
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{11 The provvisinms regardizg the ludging and progsssing of
cornplaints e ard by the Tnvestigator-Cizneral shall by pevecried by
Cap. 19 e Cvnrzission [on [ove stigaticns- Al
Feculntions 13, The Mizister max. by statutery instrumaent, maks

[apeal 1
Mo, 13 af

RUHE

ccaulations regardicig any oantes el ey be presceribed i lerme
nf this Acr o any mattor wieh it @ necessare o expedizit e
[rrescyibe for the neaper mp cmentarian or admiaistration ot this
Al

14 701 The Compuoer disuqe and @rimes e, 2004, 03 orzhey
repailed.

23 Mot hetandizg subsecizon (1 any leoal procecdings
comuiessd wr perding wikler e repeaded Actsnall contizus as il
prtativured wmd 2o At



