LUNDI, 27 DECEMBRE

2010

Part I - General Provisions

Section 1: This law governs electronic com-
merce in Cameroon.

Section 2: For the purposes of this law and its
impl ing instr , the following
terms shall mean:
Commercial Activity: Any activity for the pro-
duction and exchange of goods and services car-
ried out using electronic or material media, by
any natural person or corporate body in accor-
dance with the provisions of the laws, regula-
tions and conventions governing trade;
Certification Authority: The body entrusted
with the mission of generating and allocating
public and private electronic keys and certifi-

cates;

Electronic Certificate: An electronic document
protected by the electronic signature of the per-
son who issued it and which attests, upon verifi-
cation, to the authenticity of its content;
Qualified electronic Certificate: An electronic
certificate issued by an authorized certification
structure;

Client: Any natural person or corporate body
using electronic means to conduct business with
a trader;

El ic C ce: A ial activity
whereby a person uses electronic means to sup-
ply or ensure the supply of goods or services;
Commercial Communication: Any form of
communication intended to directly or indirectly
promote the goods, services or image of a com-
pany, an organization or an individual having a
commercial, industrial, artisanal activity or en-
gaged in a regulated profession;

Consumer: Any-natural person or corporate
body benefiting from the services or using com-
mercial products to satisfy his personal needs or
those of his dependants;

Electronic Mail: Any text, voice, audio or vi-
deo message sent through a communication net-
work, stored in a server of the network or in the
terminal equipment of the addressee until the lat-
ter retrieves it;

Service Addressee: Any natural person or cor-
porate body who, for professional purposes or
otherwise, uses electronic means, in particular,
to search for information or make it accessible;
Electronic signature generating system: All the
equipment and/or private encrypting software
approved by a competent authority, intended for
the creation of electronic signatures;

Electronic signature verification system: All the
equipment and/or public encrypting software au-
thorized by a competent authority, which a certi-
fication authority uses to ascertain an electronic
signature.

Electronic Document: All the data stored or sa-
ved in the memory of any media by a computer
system or similar mechanism and which may be
read or seen by a person or such a system or me-
chanism. This shall also include bill-posting and
print-outs or any other such data;

Data relating to the creation of signatures:
Unique data such as codes or private cryptogra-
phic keys, which the signatory uses to generate
an electronic signature;

Electronic Correspondence: Exchanges
[ conducted through electronic documents;

Electronic Data Interchange (EDI): Electronic
| transmission of information from computer to
computer according to agreed standard rules for
structuring information;
| Data Message: Information created, sent, recei-
ved or stored using electronic, optical or analog
means, in particular, but not exclusively, the
| electronic data interchange (EDI), electronic
| messaging, telegraphy, telex and telecopy;
Electronic means of payment: Means enabling
its holder to carry out distance payments through
| telecommunications networks; .
| Electronic signature product: Any material
| product, software or specific element of the said
product, intended to be used by a certification
service provider to deliver electronic signature
services, or intended to be used in creating or

verifying electronic signatures;

Commercial Advertising: Information publi-
shed using various media to make a product or
service known, with a view to encouraging the
public to buy or use it;

Electronic Signatory: The person who owns a
signature generating device and who acts either
in his personal name or as a representative of a
natural person or corporate body;

Electronic Sigr Sig obtained by an
asymmetrical encryption algorithm that helps to
authenticate the sender of a message and verify
the integrity thereof;

Information System: Any isolated device or
group of interconnected or linked devices, which
ensure or one or more of whose elements ensure
automated data processing according to a pro-
gramme.

Part II - Principles Governing the Exercice of
Electronic Commerce-Related Activities

Chapter I - Restrictions and Exceptions
Section 3 (1): The exercise of electronic com-
merce shall be free, to the exclusion:

- legally authorized money games, betting and
lotteries;

- activities concerning legal representation and
aid;

- activities carried out by notaries public.

(2) The exercise of electronic commerce shall be
subject to compliance with the provisions rela-
ting to:

- conditions for setting up and operating an insu-
rance business, as provided for under relevant
international and national instruments;

- anti-trust practices and economic concentra-
tion;

- the prohibition or authorization of unsolicited
advertising sent by electronic mail;

- the Customs Code of the Central African Eco-
nomic and Monetary Community;

- the General Tax Code;

- rights protected by intellectual property laws
and regulations.

Section 4: Under the conditions laid down by
regulation, the administrative authority may, on
a case by case basis, take restrictive measures on
the free exercise of electronic commerce activi-
ties in case of disturbance or serious and great
risk of undermining public order and security,
the protection of minors, public health, defence
of national interest or the protection of natural
persons. .

Chapter I1 - Electronic Advertising

Section 5(1): Any advertisement that is acces-
sible through an online service shall slearly iden-
tify:

- the said advertisement;

- the natural person or corporate body for whom
the advertisement is made;

- the promotional offers such as discounts, pre-
miums or gifts, as well as competitions or pro-
motional games, the conditions for participation
of which shall be easily accessible, precise and
unambiguous.

(2) The provisions of Section 5(1) shall apply
without prejudice to the provisions that punish
misleading advertising.

Section 6: Unsolicited advertising material
made by a service provider by electronic mail
shall be clearly and unequivocally identified
once the addressee receives it.

Section 7(1): It shall be forbidden to engage in
direct prospecting through a call processor, fax
machine or an electronic mail using the address,
in any form whatsoever, of a natural person or
corporate body that has not expressed prior
consent to receive direct prospecting by such
means.

(2) Direct prospecting shall mean sending any
message intended to directly or indirectly pro-
mote goods, services or the image of a person
selling goods or providing services.

Section 8 (1): Members of regulated professions
shall be authorized to use advertising in the exer-
cise of their activities, subject to compliance
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with professional rules of independence, dignity
and honour of the profession as well as confi-
dentiality and loyalty to customers and the other
members of the profession.

(2) Professional organizations and associations
shall prepare the codes of conduct to specify the
information which may be provided for adverti-
sing purposes in compliance with the rules refer-
red to in Section 8(1) above.
Chapter III — Contracts Signed by Electronic
Means
Section 9: The signing of c by electronic
means shall be allowed subject to the conditions
laid down by the laws and regulations in force.
Section 10: The regime of written contracts
shall. apply to electronic contracts in terms of
consent, their legal effect, validity and imple-
mentation, except for the following contracts:
- contracts which create or transfer rights over
immovable property, except for renting rights ;
- contracts for which the law requires the inter-
vention of courts, public authorities or profes-
sions exercising public authority;
- surety and guarantee contracts produced by
persons acting for purposes not coming under
their professional or commercial activity;
- contracts governed by family law and succes-
sion law.
Section 11 (1): Bids made electronically concer-
ning the supply of goods and services shall be
accompanied by the contractual conditions ap-
plicable thereto such that they can be stored and
reproduced. Without prejudice to the conditions
of validity mentioned in the said bids, the au-
thors of the bids shall remain bound as long as
remaining accessible online is their own doing.
(2) The bids referred to in Section 11 (1) above
shall clearly specify:
- the various steps to follow in concluding an
electronic contract;
- the technical means that helps the user to spot
any errors made in keying in data and to correct
them before concluding the contract;
- the proposed language(s) for concluding the
contract;
- in case of archiving the contract, the conditions
for such archiving by the author of the bid and
the conditions for accessing the contracts in the
archives;
- the means for electronically consulting the pro-
fessional and commercial rules which the author
of the bid undertakes, where necessary, to abide
by.
(3) The general contractual terms and conditions
must be provided to the addressee such that it
can keep and reproduce them.
(4) Sub-sections (1) and (2) of Section 11 above
shall not apply to contracts signed exclusively
through the exchange of electronic mail or
though equivalent individual messages. There
may also be exceptions to the provisions of the
said sub-sections in agreements signed between
professionals.
Section 12 (1): A contract may be deemed to be
validly concluded only if the addressee of the
bid previously had the possibility of verifying
the details and total price of its order, and correc-
ting any errors before confirming the bid to ex-
press acceptance.
(2) The author of the bid shall, within a period of
no more than 5(five) days, acknowledge online
receipt of the order addressed to it.
(3) The order, confirmation of acceptance of the
bid and acknowledgement of receipt shall be
deemed to have been received when the parties
to which they are addressed can access them.
(4) Sub-sections (1) and (2) of Section 11 above
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conditions stipulated in Sections 1317 et seq. of
the Civil Code, relating to written proof.

(2) Where a handwritten note is required, even
by the person making the undertaking, the latter
may append the note electronically where the
conditions for appending the note are such as to
guarantee that it can be done solely by such per-
son, except for the provisions of Section 13 (1)
above for :

- private agreements relating to family law and
succession law;

- private agreements relating to personal or real
sureties, civil or commercial, save where they
are signed by an individual for the purposes of
its profession.

Section 14: Where the contract is concluded
electronically and concerns an amount equal to
or exceeding that fixed by regulation, the profes-
sional contracting party shall keep the ascertai-
ning paper version for a period equally specified
by regulation and ensure access thereto at all
times by its contracting party if the latter so re-
quests.

Chapter IV - Electronic
Commercial Transactions
Section 15 (1): Prior to the conclusion of a
contract, the seller shall be bound, during elec-
tronic commercial transactions, to provide the
consumer with the following information in a
clear and intelligible manner:
- the identity, address and telephone number of
the seller or service provider;
- a complete description of the states for the
conduct of the transaction;
- the nature, characteristic and price of the pro-
duct;
- the cost of delivery and, where applicable, the
insurance rates of the product and the required
taxes;
- the duration of validation of the supply of the
product at fixed prices;
- the conditions of commercial guarantees and
after sales service;
- the payment conditions and procedures and,
where applicable, the proposed credit condi-
tions;
- the conditions and deadlines for delivery, exe-
cution of the contract and the consequences of
failure to honour the commitments;
- the possibility of revocation and its timeframe;
- the procedure for confirming the order;
- the procedure for returning the product, change
of product or refund;
- the cost of using telecommunication means
where they are assessed using a reference other
than the applicable rate;
- the conditions for terminating the contract
where it is signed for an unspecified period or
for a period of over 1 (one) year;
- the minimum contract period for contracts rela-
ting to long-term or periodic supply of a product
or service.
(2) The information under sub-section (1) above
must be provided electronically and put at the
disposal of the consumer for consultation at all
stages of the transaction.
Section 16 (1): It shall be prohibited for the sel-
ler to deliver a product not ordered by the consu-
mer where it is accompanied by a request for
payment.
(2) In case of delivery of a product not ordered
by the consumer, the latter may not be requested
to pay its price or the cost of its delivery.
(3) The cost of returning products delivered wi-
thout any order shall be borne by the seller.
Section 17: Before concluding a contract, the
seller shall allow the consumer to make a final

shall not apply to contracts concluded ve-
ly through the exchange of electronic mail or
through equivalent individual messages. There
may also be exceptions to the provisions of the
said sub-sections in agreements signed between
professionals.

Section 13 (1): Where a paper document is re-
quired for the validity of a legal act. it may be is-
sued and kept in an electronic form under the
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t of all its choices, confirm or modify
the order as it may desire and consult the elec-
tronic certificate relating to its signing.

Section 18: Unless otherwise agreed by the par-
ties, the contract shall be concluded at the ad-
dress of the seller and on the date of acceptance
of the order by the latter through an electronic
document signed and addressed to the consumer.
Section 19: The <cller shall have a period of 10
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(ten) days with effect from the date of signature
of the contract to provide the consumer, at the
request of the latter, with a paper or electronic
document containing all the information relating
to the sales operation.

Section 20 (1): Subject to the provisions of sec-
tion 15 above, the consumer may revoke its or-
der within a period of 15 (fifteen) days :

- for goods, with effect from the day following
the date the consumer receives them;

- for services, with effect from the date of
conclusion of the contract.

(2) The revocation notice shall be transmitted
electronically or by any other relevant means.
(3) Where the goods have not been damaged by
the consumer, the seller shall be bound to refund
the amount received within 15 (fifteen) days
from the date of return of the goods or the revo-
cation of the service.

(4) The consumer shall bear the cost of returning
the goods.

Section 21: Subject to payment of damages to
the consumer, the latter may, within 15 (fifteen)
days of the date of delivery, return the product as
it is where it does not meet the conditions of the
order or where the seller has failed to deliver on
schedule.

In such a case, the seller must refund the
amounts received to the consumer within 15 (fif-
teen) clear days of the date of return of the pro-
dugt.

Section 22: Subject to Section 15 of this law
and save in cases where the sales contract or the
goods and services arising there from may
contain obvious or hidden defects, the consumer
may not renounce the order where it:

- requests the service to be delivered prior to the
expiry of the deadline for revocation and the sel-
ler acted accordingly;

- receives products manufactured accordingly to
personalized deteriorated or expired due to the
expiry of the validity periods;

- detects delivered or downloaded audio or video
recordings or computer software;

- buys newspapers and magazines.
Secﬁon?J:Whactbesalcsopuaﬁoniswholly
or partially covered by a loan granted to the
consumer by the seller or by a third party under
a contract concluded between the seller and the
third party, revocation by the consumer shall be
tantamount to termination, without penalty, of
the loan agreement.

Section 24: Save in cases of improper use, the
seller shall bear, in case of sale after testing, the
risks to which the product may be exposed and
this, up to the end of the testing period of the
product.

All disclai 1 pug to the provi-
sions of this section shall be null and void.
Section 25 (1): Where the product or service or-
dered is unavailable, the seller shall inform the
customer or consumer at least 24 (twenty-four)
hours before the delivery date set in the purchase
or service contract. Where applicable, the seller
or service provider shall refund to the customer

the total of amounts received for the delivery of
the product or provision of the service.

(2) In case of force majeure, the contract shall be
terminated where the seller fails to honour its
e i and the cc shall be reim-
bursed all amounts paid, without prejudice to da-
mages.

Section 26: The seller must prove the existence
of prior information, confirmation of the infor-
mation listed in Section 15 above, compliance
with timeframes and the consent of the consu-
mer. Any agreement repugnant hereto shall be
null and void.

Section 27: Payment operations may be carried
out in public services electronically under the
conditions laid down by the laws and regulations
in force.

Section 28 (1) : The holder of the electronic
means of payment shall notify the issuer of the
loss or theft of the said means or instruments
used to operate it, as well as any fraudulent use
it is aware of.

(2) The issuer of an electronic means of payment
shall include the appropriate means for such no-
tification in the contract concluded with its hol-
der.

Section 29(1): Cases of fraud notwithstanding,
the holder of the electronic means of payment
shall :

- until notifies the issuer, assume responsibility
for the loss or theft of the means of payment or
the fraudulent use thereof by a third party;

- be released from all responsibility for the use
of the electronic means of payment after noti-
fying the issuer.

(2) The use of the electronic means of payment
without presentation of the said means of pay-
ment and identification by electronic means
shall not commit its holder.

Part III - Responsibility of Service Providers
and Intermediaries

Chapter I - Obligation to Inform
Section 30 (1) : Without prejudice to other obli-
gations to inform provided for by the laws and
regulations in force, any person operating as a
service provider in the domain of electronic
commerce shall be bound to ensure that the end-
users of the said service and the authorities have
easy, direct and permanent access to the follo-
wing minimum information:

- in case of a natural person, his/her full name
and, in case of a corporate body, its company
name, physical address, email address and its te-
lephone number;

- where it is subject to the formalities for regis-

tration in the trade and personal property credil
gister, its registration ber, its registered ca-
pital and head office address;

- where it is subject to the value added tax and
identified by an individual number in keeping
with Book I of the General Tax Code, its tax-
payer’s number;

- where its activity is subject to an authorization
regime, the name and address of the authority
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that issued the authorization;

- where he/she is a member of a regulated pro-
fession, reference to the applicable professional
rules, his/her professional title, the name and or-
der or the professional organization to which
he/she belongs.

(2) The obligations to inform and forward the
contractual conditions referred to in Section 11
and Section 30 (1) above shall be fulfilled elec-
tronically in accordance with the conditions laid
down by regulation.

Section 31: Subject to the conditions for setting
rates and taxes under the laws and regulations in
force, any person operating as a service provider
in the domain of electronic commerce shall,
even in the absence of an offer of contract, as
long as he/she indicates a price, do so clearly
and unequivocally and, in particular, where the
delivery taxes and fees are included.

Section 32: Every service provider shall be
bound to store and keep data relating to any
commercial transaction carried out by electronic
means in accordance with the laws and regula-
tions in force.

Chapter II - Storage, conservation and
Transmission of Data

Section 33: Any natural person or corporate
body engaged in automatic, intermediate and
temporary storage for the sole purpose of ma-
king subsequent transmission of contents more
efficiently shall not be criminally or vicariously
liable for such contents, except in the following
cases:

- it has modified the contents, failed to keep to
their conditions for access and the usual rules for
updating them or has obstructed the authorized
and ordinary use of the technology used to ob-
tain data;

- it has failed to act promptly to remove the
contents he/she stored or make access thereto
impossible, once it effectively became aware ei-
ther of the fact that the contents transmitted ini-
tially have been removed from the network or
due to the fact that it has become impossible to
access the contents transmitted initially, either
on account of the judicial authorities having or-
dered removal from the network of the contents
transmitted initially or denial of access thereto.
Section 34(1): The electronic document shall be
stored on an electronic medium making it pos-
sible to:

- consult its content throughout its validity per-
iod;

- keep it in its final form in order to ensure the
integrity of its content, conserve the information
relating to its provenance and destination as well
as the date and place of its issuance or reception.
(2) The conservation of the electronic document
as well as that of the paper document shall be
authentic.

(3) The issuer shall undertake to keep the elec-
tronic document in the format in which it was is-
sued. The addressee shall undertake to keep the
electronic document in the format in which it is
received.

Part IV - Securing and Authentication

of Data and Information
Chapter I - Electronic Certificate
and Signature
Section 35 (1): Any natural person or corporate
body shall be authorized to use the electronic
certificate and signature in electronic commerce
under the conditions laid down by a separate ins-
trument.

thent: q

vided to any person whom it has asked to rely
on its signature.

Section 37 : In case of violation of the provi-
sions of Section 36 above, the holder of the si-
gnature shall be held responsible for the tort cau-
sed another person.

Section 38: The conditions for exercising the
activities of certification authority shall be laid
down in a separate instrument.

Section 39: The certification authority shall
keep an electronic register of certificates at the
disposal of users.
Chapter II — Equival
Section 40 (1): The certificates and signatures
issued by a certification authority based abroad
shall have the same value as those issued by a
certification authority based in Cameroon, whe-
re such an authority is recognized under a mu-
tual recognition agreement signed by the compe-
tent authorities of the States concerried.

(2) The conditions for the legal recognition of
electronic certificates and signatures issued from
third countries shall be defined in a separate ins-
trument by default.

Part V — Establishing

Offences and Penalties
Section 41 (1): All violations of the provisions
of this law and its implementing instruments
shall be established by criminal investigation of-
ficers with general jurisdiction, swom officers of
the Ministries in charge of telecommunications
and advertising, the electronic regulation and
certification authority, as well as those of econo-
mic control, in accordance with the conditions
set forth in the laws and regulations in force.
(2) Reports establishing offences «+ well as ob-
Jects and documents seized shall h. transmitted
to the State Counsel with territorial jurisdiction.
Section 42: Whoever illegally use- the electro-
nic signature of another shall be punished with
the penalties provided in Sect’n 219 of the Pe-
nal Code.
Section 43: Whoever is foun! guilty of brea-
ching the provisions of Section 15. 17, 19, 21,
24 and 25 of this law shall be punished with a
fine of from 250 000 to 2 500 (X)) FCFA francs.
Section 44 : Whoever takes advantage of the
weakness or ignorance of another to make
him/her enter, through an electronic sale, into
commitments in cash or on credit in any form
whatsoever, where it is proven that such a per-
son is not capable of appreciating the extent of
the commitments he/she is making or detecting
the trick or tactics being used to convince
him/her to subscribe thereto or that he/she was
under duress shall be punished with the penalties
set forth in Section 349 of the Penal Code.
Section 45 : The certification authority and/or
its officers who disclose, cause or participate in
the disclosure of information entrusted to them
within the framework of the exercise of their ac-
tivities shall be punished with the penalties pro-
vided in Section 310 of the Penal Code, except
for those whose publication or communication
are authorized by the older of the certificate ei-
ther in writing, by electronic means or in the
cases provided by the law in force.
Section 46: Any violation of the provisions of
Sections 9 and 10 of this law shall be punished
with the penalties set forth in Sections 37 and 38
of Law No. 90/31 of 10 August 1990 governing
commercial activity.

Part VI — Transitional and Final Provisions

(2) Official dc may be in
government services using electronic certificates
and signatures under conditions laid down in se-
parate instruments.

Section 36: Anyone using an electronic signatu-

Section 47: Any natural person or corporate
body engaged in el i on the
date of enactment of this law shall have a period
of 6 (six) months within which to comply with
provisions.

re device shall: Section 48: This law shall be registered, publi-
- take the minimum p y set  shed according to the p dure of urgency and
forth in the instruments in force to avoid any inserted in the Official Gazette in English and
unauthorized use of the personal equipment French.

concemning its signature;

- report any unauthorized use of its signature to Yaounde, 21 December 2010
the certification authority; Paul BIYA
- ensure the accuracy of all the information it

provides to the said authority; President of the Republic

- ensure the veracity of all the information it pro-
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Titre premier : Dispositions
Article 17 : - La présente loi régit le cadre de
sécurité des réseaux de communications électro-
niques et des syst2mes d’information, définit et
réprime les infractions liées a I'utilisation des
technologies de I'information et de la communi-
cation au Cameroun.
A ce titre, elle vise notamment 2 :
Instaurer la confiance dans les réseaux de com-
munications électroniques et les systémes d'in-
formation ;
Fixer le régime juridique de la preuve numé-
rique, des activités de sécurité, de cryptographie
et de certification électmnique S
Protéger les droits fond des p
physiques notamment le droit 2 la d|gmte hu-
maine, a I’honneur et au respect de la vie privée,
ainsi que les intéréts légitimes des personnes
morales.
Art. 2. — Sont exclues du champ de la présente
loi, les applications spécifiques utilisées en ma-
tiere de défense et de sécurité nationale.
Art. 3.- Les réseaux de communications électro-
niques visés par la présente loi comprennent :
les réseaux satellitaires, les réseaux terrestres,
les réseaux €lectroniques lorsqu’ils servent a
I’ach de c ions électro-
niques, les ré la diffusion ou la
distribution de services de communications au-
diovisuelles.
Art. 4.- Au sens de la présente loi et de ses
textes d’application, les définitions ci-apres, sont
admises :

Acces illicite : accs intentionnel, sans en avoir
ledlmt,ilemetnblcouhumparhed’uméseau
de communications électroniques, d’un systéme
d’information ou d’un équipement terminal ;
Aﬂmhish‘aﬂonclnrgéeds’l‘ﬂémmmmiu—
tions : ministére ou ministre, selon les cas, in-
vesti pour le compte du gouvernement, d’une
compétence générale sur le secteur des télécom-
munications et des technologies de I'information
et de la communication ;

Algorithme : smlcdopémnommdlémanq\m

Loin°2010/012 du 21 décembre 2010 relative a la
cybersécurité et @ lu cybercriminalité au Cameroun
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rale et sassurer que I'identité correspond a
I’identité de cette personne préalablement enre-
gistrée ;

Autorité de certification : autorité de confian-
ce chargée de créer et d’attribuer des clés pu-
bliques et privées ainsi que des certificats élec-
troniques ;

Autorité de Certification Racine : organisme
investi de la mission d’accréditation des autori-
tés de certification, de la validation de la poli-
tique de certification des autorités de certifica-
tion accréditées, de la vérification et de la
signature de leurs certificats respectifs ;

Certificat électronique : document électro-
nique sécurisé par la signature électronique de la
personne qui Ia émis et qui atteste apreés constat,
la véracité de son contenu ;

Certificat électronique qualifié : certificat
€lectronique émis par une autorité de certifica-
tion agréée ;

Certification électronique : émission de certi-
ficats €lectroniques ;

Chiffrement : procédé grice auquel on trans-
forme a I"aide d’une convention secréte appelée
clé, des informations claires en informations in-
telligibles par des tiers n’ayant pas la connais-
sance de laclé ;

CIé : dans un systéme de chiffrement, elle cor-
respond a une valeur mathématique, un mot, une
phrase qui permet, griice a I'algorithme de chif-
frement, de chiffrer ou de déchiffrer un messa-

ge;

CIé privée : clé utilisée dans les mécanismes de
chiffrement asymétrique (ou chiffrement 2 clé
publique), qui appartient 2 une entité et qui doit
étre secrdte ;

CIé publique : clé servant au chiffrement d’un
message dans un systéme asymétrique et donc
librement diffusé ;

CIé sécréte : clé de I'é et du

dont la teneur suit :

Cryptogramme : message chiffré ou codé ;

Cryptographie : application des mathéma-
tiques permettant d’écrire I’information, de ma-
ni¢re 2 la rendre inintelligible 2 ceux ne possé-
dant pas les capacités de la déchiffrer ;

Cybercriminalité : ensemble des infractions
s’effectuant 2 travers le cyberspace par des
moyens autres que ceux habituellement mis en
ceuvre, et de maniére complémentaire  la crimi-
nalité classique ;

Cybersécurité : ensemble de mesures de pré-
vention, de protection et de dissuasion d’ordre
technique, organisationnel, juridique, financier,
humain, procédural et autres actions permettant
d’atteindre les objectifs de sécurité fixés a tra-
vers les réseaux de communications électro-
niques, les syst¢mes d'information et pour la
protection de la vie privée des personnes ;

Déclaration des pratiques de certification :
ensemble des pratiques (organisation, procé-
dures opérati lles, moyens techniques et hu-

de gravité d’un incident, pondéré par sa fréquen-
ce d’apparition ;

Intégrité des données : critére de sécurité défi-
nissant I'état d’un réseau de communications
electmmques d’un sysléme d’information ou
d’un équip I qui est d intact
et permet de s’assurer que les ressources n’ont
pas €€ altérées (modifiées ou détruites) d’une

fagon tant i i lle qu’accidentelle, de ma-
niére a assurer leur exactitude, leur fiabilité et
leur pérennité ;

Interception illégale : accés sans en avoir le
droit ou I"autorisation, aux données d’un réseau
de communications élec ques, d’un systéme
d’information ou d’un équipement terminal ;
Interception légale : accés autorisé aux données
d’un réseau de c ications €lectroniq
d’un systéme d’information ou d’un équipement
terminal ;

Intrusion par intérét : accés intentionnel et
sans droit dans un réseau de communications

mains) que I"autorité de certification pé
applique dans le cadre de la fourniture de ce ser-
vice et en conformité avec la (les) politique (s)
de certification qu'elle s’est engagée(s) 2 respec-
ter ;

Déchiffrement : opération inverse du chiffre-
ment ;

Déni de service : attaque par saturation d’une
ressource du systéme d’information ou du ré-
seau de communications électroniques, afin
qu’il s’effondre et ne puisse plus réaliser les ser-
vices attendus de lui ;

Déni de service distribué : attaque simul

iques ou dans un systéme d’information,
dans le but soit de nuire soit de tirer un bénéfice
€économique, financier, industriel, sécuritaire ou
de souveraineté ;

Intrusion par défi intellectuel : accés inten-
tionnel et sans doit dans un réseau de communi-
cations €lectroniques ou dans un systeme d’in-
formation, dans le but de relever un défi
intellectuel pouvant contribuer 2 I'amélioration
des performances du systéme de sécurité de I’or-
ganisation ;

Logiciel trompenr : logiciel effectuant des

des ressources du systtme d’information ou du
réseau de communications €lectroniques, afin de
les saturer et amplifier les effets d’entrave ;

Disponibilité : critere de sécurité permettant que
les ressources des réseaux de communications
€lectrc des systémes d’information ou

destinataire servant de chiffrement et de déchif-
frement des messages et uuhsanl le mécanisme
de chiffrement

Code source : ensemble des spécifications

élé ires 2 appliquer A des données pour
aboutiré\mmzlmd&i:é;

Algorithme asymétrique : algorithme de chif-
frement utilisant une clé publique pour chiffrer
et une clé pnvée (différente) pour déchiffrer les

Alguriﬂnnesym&riqne algorithme de déchif-
frement utilisant une méme clé pour chiffrer et
déchiffrer les messages ;

Attaque active : acte modifiant ou altérant les
ressources ciblées par I'attaque (atteinte 2 I'inté-
grité, 2 la disponibilité et & la confidentialité des
données) ;

Attaque passive : acte n’altérant pas sa cible
(écoute passive, atteinte 2 la confidentialité) ;
Atteinte 2 Pintégrité : fait de provoquer inten-
’| tionnellement une perturbation grave ou une in-
terruption de fonctionnement d’un systéme d’in-

hniq sans restriction d’acces ni de mise
en ceuvre, d’un logiciel ou protocole de commu-
nication, d’interconnexion, d’échange ou d’un
format de données ;

Communication audiovisuelle : communica-
tion au public de services de radiodiffusion té1é-
visuelle et sonore ;

Communication électronique : émission,
transmission ou réception de signes, signaux,
d’écrits, d’images ou de sons, par voie électro-

Confidentialité : maintien du secret des infor-

o ol e 7
divulgation non autorisée d’infor

ARy

sur un équip terminal d’un uti-

Ilsau:ur sans informer préalablement cet utilisa-

teur de la nature exacte des opérations que ce lo-

giciel va effectuer sur son équipement terminal

ou sans demander 2 I'utilisateur s’il consent 2 ce
que le logiciel proc2de a ces opérations ;

Logiciel espion : type particulier de logiciel

des équi ter soient et
uullsablm selon les besoins (le facteur temps) ;

Dsposiﬁr de création de signature électro-
nique : ensemble d’équipements et/ou logiciels
privés de cryptage, homologués par une autorité
compétente, configurés pour la création d’une
signature électronique ;

Dispositif de vérification de signature élec-
tronique : ensemble d’équipements et/ou-logi-
ciels publics de cryptage, homologués par une
autorité compétente, permettant la vérification
par une autorité de certification d’une signature
€lectronique ;

Données : représentation de faits, d’informa-
ﬁmmdenotkmswsuneﬁmnempuble

’étre traitée par un équipement terminal, y

non destinataires permettant la lecture, I'écoute,
la copie illicite d’origine intentionnelle ou acci-

afin de prévenir la 1pris un prog; per a ce dernier
i aux d'exé une fonction ;
Dessiées do s ble de donné

mlanvaaupmoessusdaccﬁdansune

collectant les informations person-
nelles (sites web les plus visités, mots de passe,
etc.) auprés d’un utilisateur du réseau de com-

munications électroniques ;
Logiciel pou:nﬂellunun md&rable loglcnel
é des car é d’un logi

rmmpeurou d’un Iogxcnel m

Message clair : version intelligible d’un messa-
ge et compréhensible par tous ;

Moyen de cryptographie : équipement ou lo-
giciel congu ou modifié pour transformer des
données, qu'il s’agisse d’informations ou de si-
gnaux, a I'aide de conventions secrétes ou pour
réallscr une opération i inverse avec ou sans
con secrete afin de g ir la sécurité du
stockage ou de Ixu‘ansnussmdedonnés.el
d’assurer leur confidentialité et le contrdle de
leur intégrité ;

Non répudiation : crittre de sécurité assurant

formation, d’un réseau de ions
-€lectroniques ou d’un équipement terminal, en
introduisant, transmettant, endommageant, effa-
cant, détériorant, modifiant, supprimant ou ren-
dant inaccessibles des données ;

Audit de sécurité : examen méthodique des
composantes et des acteurs de la sécurité, de la
politique, des mesures, des solutions, des procé-

dmuenbmoymsnusentruvleparumorga-
nisation, pour sécuriser son environnement, ef-
fectuer des contréles de conformité, des
contrdles d'évaluation de l' dé ion dcs

dentelle durant leur stockage, ou
transfert ;

C 2 ble d’informations relatives
aux donném appartenant 2 des p phy-

Donnée.sdetraﬁc:donnesayamumtéunc
communication €lectronique indiquant I’origine,
la desti I'itinéraire, I’heure, la date, la

siques ou morales, uansmlsesoumgumaua-

Ialllectladméedelaconunumcauonwletype

la disponibilité de p qui peuvent &tre op-
posées 2 un tiers et utilisées pour prouver la tra-
cabilité d’une communication électronique qui a
eu lieu ;
Politique de certification : cnsemble de réglm
identifiées, défini les

I"autorité de certification se confonnc dans la
mise en place de ses prestations et indiquant
I"applicabilité d’un service de certification 2 une

vers les ré de c« ions électro-  du service sous-jacent ;

niques et les systémes d’information ; Equipement terminal : appareil, installation
Contenu illicite : portant ala ou ble d’installations destiné a étre
dignité humaine, 2 la vie privée, 2 I’honneur ou  connecté A un point de ter ison d’un syst

2 la sécurité nationale ;

Courrier électronique : message, sous forme
de texte, de voix, de son ou d’image, envoyé par
un réseau ou dans I'équipement terminal du des-

1 % &

ﬁnanmers) investis au regard des nequcs encou-
rus, d’optimisation, de rationalité et de perfor-
mance ;

Authentification : crittre de sécurité défini par
un processus mis en ceuvre notamment pour vé-

rifier I'identité d’une personne physique ou mo-

jusqu’a ce que ce demnier le récupére ;
Cryptage : utilisation de codes ou sig; non

d’information et émettant, recevant, traitant, ou
stockant des données d'information ;

Fiabilité : aptitude d’un systéme d’information
ou d’un réseau de cc ications électroniq

a foncti sans incident pendant un temps

usuels permettant la conservation des informa-
tions a transmettre en des signaux incompréhen-
sibles par les tiers ;

Cryptanalyse : ensemble des moyens qui per-
met d’analyser une information préalablement
chiffrée en vue de la déchiffrer ;

CAMEROON

suffi: Iong H

Fournisseur des services de ¢

[ ¢ particuliére et/ou a une classe
d’applications avec des exigences de sécurité
communes ;

Politique de sécunté référentiel de sécunté
établi par une organi f1é! sa

de sécurité et spéc:flanl les moyens de la
réaliser ;

€lectroniques : personne physique ou morale
fournissant les prestations consistant entiére-
ment ou principalement en la fourniture de com-
munications électroniques ;

Gravité de 'impact : appréciation du niveau

T R I BUNE I

Pr ion de cryptographie : opération visant
a la mise en ceuvre, pour le compte d’autrui, de
moyens de cryptographie ;

Réseau de ¢ i q
systéme de transmission, actif ou passif et, le cas
Echéant, les équipements de commutation et de

ations électr




